SYRIS TCPI/IP & Bluetooth HF RFID Reader
OPERATION MANUAL

VvV01.00

Model : RD400-H1

Features :
«  Compatible to read multi-ISO format HF cards
«  Multi communication interface

«  Provide protocol to develop.

Specifications :

HF RFID Frequency 13.56 MHz (Multi-Format)
HF Read Range Tem ~ 5cm

HF Card Types ISO14443A/B, 1ISO15693, Mifare block, Desfire UID
Read Card Time 0.1 sec

Interface Ethernet / Bluetooth / USB
Ethernet 10M/100M Ethernet Port
Bluetooth Bluetooth 5.0 BLE / SPP
Bluetooth transmission range up to 20m

Status Indicator LED& Beeper
Operating Temperature -10°C ~ 60°C
Power 5V DC

Size(mm) 73 (W) x 71 (H)x 27 (D)mm (No Wire Included)
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RD400 Hardware Connection

RFID action {Green)
RFID status (Red)
Power LED (Blue)

Reset Button

USBtypeC Ethernet
& Power

1. Reset Button :
Click to reboot reader.
Press for 1 second to setup reader's parameters to factory settings.
Press for 6 seconds to setup the network to factory settings.

2. USB type C : 5V USB power input and USB virtual COM port

3. Ethernet : TCP server, TCP client, UDP server and UDP client



USB virtual COM port

1.

2.

Connect USB Type C to computer and windows device manager will create a COM port number.
v | EEE (COM A LPT)
i Prolific USB-to-Serial Comm Port (COM2)
= Prolific USB-to-Serial Comm Port (COMS3)
’_g USB-Enhanced-SERIAL CH3101 (COM11) |
i EREEE (COMT)

Connect reader tool with virtual COM port to setup parameters.

& USE Reader Tools

File Language About

Common | Option ' Auto Read NTAG/Ultralight NFC/NDEF ' MIFARE | MIFARE key | 1501444: 4|

~Auto Send Mode- - rSend ID Format
¥ Enable I~ Exit Send [~ V8 Mode ID Format: |3H j
™ ASCII Made " ID Reverse Bit " ID Reverse Byte
I~ DEC Zero Remove [ Reverse Digit
Set ‘ Get ™ Add Commal,) ™ Add Quotation(" ")
| . 1| | " Add Space ™ Add Brackets([ 1)
Set BLE/SPP- | 7 Add Tab I Add Up Arrow
BT Name: 1RD-241[}9991 et Name ™ Add Down Arrow  Add Enter(CR)
~ cpp —— || [T Add Ctrl+Enter(LF) ™ Add Exit ESC
% BLE [~ BT Passwor Set BT [ Add HEX ™'
=.'Reau'l Card Mnde- ' | Del Char: |0 Set Get
M Auto ¥ Beep W LED ™ eTag Send Add Char
v Same Card Detection [ Energy Saving Mode ™ SOH(STX) ] Set
[T STXASCILF t [T STXDECF t
orma orma ~ EOF(ET) ] ot

Set Get =
Read Card Time Postpone [ Same Card Detection Tim

-'System Command I?ﬂ_J j x 10 ms IEL]J jx 100 ms

Reboot Reader Use Factory Settings Set ‘ Get | Sat | Get ‘
| Conneat e [HE“’ ]E:’: [com11 ~| | [Connected] (RD400-H1 0201) (SN:24109991)

Command Done.

TX:020D 81035244 2D 32 343130393939 31 JR}(:




Read RFID tag with virtual COM port.
Disconnect Reader tools and execute “CommunicationTools_V0150.exe”

Device response data when received protocol command, and the data will be queued in device buffer.

I",_-'f Communication Tools 0150

File Language About
COM  |NET |

Port |COMI1 -

Close Comrmunication Port

Receive datar

Feceive datalHEX)
o2 oa 00 0O DO CO BE 76 00 00O 00 00 02 OA OO0 DO S5 DA 14 2E 00 00 00 0O

~Send data |
| rsoH |1 [T BCC M EOF Send
|42 31 0D Send(HEX)

For example. (STD mode)
Read tag (DO Co BE 76) will receive : 92 OA 00 00 Do CO BE 76 00 00 00 00
Read tag (95 OA 14 2E) will receive : 92 OA 00 00 95 OA 14 2E 00 00 00 00




Ethernet network connection

1. Execute “NET_config_tool v5.3.exe” and press “Search” to search reader in LAN.

Bl Ebyan conbig poal vs.3

| Manu  languspa  abeout

I
| BlndIh (BRIIDT itk

[ [y — Local I Version MAL

1 EET 3007 19X 16EET 5015816 Bd-C2-EA-25-0%-18

| bg . Chachg

233 Devioe mamh pompeied o eomes were fournd =
sns Dot AR

wirw Dresvice cemonh eomngeleied 1 d evimes were found
3313 Bearching

wie i Dowioion st eommgpland 1 direiees wim fonmd
233 Reslormg

sux Rty Susecil

#33 Fshooting

333 Fabaaling Soeed:

¥ ML ARl

313 pureameier v Tagled !

v B PR

23 Pareeme b messd mocossstiolly |

s Raboating

# v Behcoting Srwes

333 Gaart Mg

#orw Dhewvacs nemoch eompeletesd 1 o cvmes wee fonmd
333 Bearrhing

woe i Doséiod s eormmpelanid | direiees i fonnd
333 Rrriormg

LELY R.w Dirasid

#irr Searching

33 [hewtios seaeh cormpleind ] docoiess wvm fomomd T

2. Factory default IP is “192.168.3.7”. User can check the MAC address from product sticker with IP to
confirm the device.



3. Click IP address to Setup IP address.

Wetwork parameter Serial parameter A dvanced Modbus mode

]Bas,:b: parameters

DHCF Disable v | SeralNumber  Sieoccoce:

sermaime |sdmm | Web server port |ED = |
UserPassword Il |
Getway [192.168.1 254 | DN R |
Local IP [192.168.1 197 | Localpot  [8987 2]
Metwork mode | TCP SEIVED w | Mazk W‘
Remote [P 192,168 2.2 Eemote port 2aa8 =
MOTT client parameters HTTF parameters
MOTT server typieal MOTT 211 Eeepalive concle 1205 b=
ClientlDy test-int
serilame 1234/al
Pazmweord 123456789

123456

Subscribe topic all000000900000009441 1 fsub Cios 1]
Publizh topic all000000900000009441 1 fsub Cios o

2 3

LE e Darameters I Eeboot device = Restore S Export # Import




4. Read RFID tag with TCP connection.

': Communication Tools 0150

File Language About

coM  NET |

IP; [192.168.1.157

Fort: |BEE7

Cloge Communication Port

—Receive data:

| {"UID": "DOCOBETE00000000™}
{"UID":"S50A142E0Q000Q0C000™}

: Receive data(HEX)

Send data-

|7B 22 55 49 44 22 3a 22 44 30 43 30 42 45 37 36 30 30 30 30 30 30 30 30 22 7D
AR -Z2 5540 44 32 03A 2203003530 41, 31, 3% 32453030030 3030 303030 22570

]

| sod 01 T BCC W EOF Send
]42 3100 Send(HEX)

|

For example. (JSON mode)
Read tag (DO CO BE 76) will receive
Read tag (95 OA 14 2E) will receive

{"UID" : "DOCOBE7600000000" }
{"UID":"950A142E00000000" }




Bluetooth BLE connection

1. Enable Bluetooth BLE with USB Reader tools.

& USB Reader Tool

File Language About

Commeon | Option | Auto Read

~Auto Send Mode-

NTAG/Ultralght | NFC/NDEF = MIFARE | MIFARE key = 15014442 ¢ | »

- rSend ID Format

ViD [Hex:l:1ﬁEEA
Connect
PID (Hex):|0317

¥ Enable Mode:[)5ON  +| I Exit Send ID Format: [8H E
~ S/N " ID Reverse Bit ™ ID Reverse Byte
I DEC Zero Remove [™ Reverse Digit
Set ‘ Get ™ Add Comma(,) ™ Add Quotation(’ )
L ™ Add Space ™ Add Brackets([ 1)
~Set BLE/SPP- I Add Tab I Add Up Arrow
BT Name:iRD-241[}9991 Set Name [~ Add Down Arrow v Add Enter(CR)
[ I~ Add Ctrl+Enter(LF) I Add Exit ESC
¥ BLE ™ BT Passwor ™ Add HEX "'
Read Card Mode- Del Char: |0 Set ‘ Get ‘
v Auto v Beep ¥ LED I =Tag rSend Add Char
¥ Same Card Detection ¥ Energy Saving Mode [~ SOH(STX) ] Set
[T STX ASCII F t [T STX DEC F t
i it ™ EOF(ETX) | Get
Set Get : !
: ~Read Card Time Postpone Same Card Detection Tim
+ System Command 5 | x10ms 15_"<_]_J [k 100 ms
Reboot Reader Use Factory Settings Sat ‘ Get ‘ Sap ‘ Get |

[com11 - [Connected] (RD400-H1  0281) (SN:24109991)

Command Done.

TX : 02 02 81 80

JR}(:

2. Execute Bluetooth BLE APP

ex.

iOS : https://apps.apple.com/us/app/bluetoothassistant/id1536579599

Android : https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp



https://apps.apple.com/us/app/bluetoothassistant/id1536579599
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp

3. Scanning Bluetooth with APP.

F¥iL 14:43 B BNL A8

Devices ESTOP SCANKING Deavices DISCONNECT

RO-241009%1

SCANMER BOMDED CVERTISER e
BE 161

ADVERTISER

T SErVECE
OxFFFd

CONNECT

COMMECT

€5 503 ma

DONNECT

COMHECT

4. Read tag with Bluetooth BLE connection.

1808 i W 50N

Devices DISCONMECT  §

BOMNDED ADVERTISER

Unknown Characteristic
duFFF2

MOTIFY, MOTIFY,

14-2E-00

s enabled

TE N

For example. (STD mode)
Read tag (95 ©A 14 2E) will receive : 92 OA 00 00 95 OA 14 2E 00 00 00 00
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Common Setting

2 USE Reader Tools V0283

File

Language About

-Auto Send Mode

¥ Same Card Detection
[T STX ASCII Format

Set

¥ Enable Mnde:iSTD vl ™ Exit Send
™ S/N
Set | Get

—Set BLE/SPP

BT Name:|RD-24109991 Set Name
I spp
 BLE [ BT Passwor Set BT
~Read Card Mode
v Auto v Beep v LED IC eTag

v Energy Saving Mode
[~ STX DEC Format

Get

—System Command

Reboot Reader

Use Factory Settings

[ Common | Option | Auto Read = NTAG/Ulraight | NFC/NDEF ~MIFARE =~ MIFARE key = 1501444 ¢ | » |

—Send ID Format
ID Format: |8H

[ ID Reverse Bit [ ID Reverse Byte
" DEC Zero Remove [” Reverse Digit
I Add Comma(,) ™ Add Quotation(’ ")

5]

I~ Add Space ™ Add Brackets([ 1)
I Add Tab ™ Add Up Arrow
[ Add Down Arrow ¥ Add Enter(CR)
I~ Add Ctrl+Enter(LF) I Add Exic ESC
™ Add HEX "'

Del Char: |D Set Get
-Send Add Char
I~ SOH(STX) | Set
I~ EOF(ETX) | Get

-Read Card Time Postpone Same Card Detection Tim

EI:J__'I Xx 10 ms @ﬂ_l »Ix 100 ms

Set | Get | Set | Get |

vID [Hex::{ﬁ ;COMll

; Connected] (RD400-H1 ~ 0281) (SN:24109991
Connect e = | [Connected] ( )( )
| Command Done.
|TX : 02 02 03 01 |RX : 02 04 03 00 01 01
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1. Auto send mode :
Enable: The device will send UID to host terminal after read card.

Auto Send Mode

v Enable Mude:|JSDN ~| I Exit Send

v S/N

Set Get ‘

Mode : UID output format.

Mode Example output

STD 02 OA 00 00 DO CO BE 76 00 00 00 00
06 00 1A 04 01 01 00 24 10 99 91 02 01 00 00 00 00 00 00 DB CO BE 76 00 00
V8 00 00 1C 1C
ASCII DOCOBE7600000000

JSON (default) |{"UID":"DOCOBE7600000000" }

Exit send: Remove reading card will send “0”.

Ex. {"UID":"DOCOBE7600000000"} {"UID":"0000000000000000"}
S/N: The device will send reader’s serial number + tag’s UID.

Ex. {"SN":24109991,"UID":"DOCOBE7600000000" }

2. Bluetooth connection (default is disable.)

Set BLE/SPP

BT Name:|RD—241[}9991 Set Name
[ SPP
~ BLE [ BT Passwor Set BT

RD400 support Bluetooth BLE and Bluetooth SPP connection, select SPP or BLE to enabile.

12



3. Read Card Mode

Read Card Mode

v Auto v Beep v LED ™

v Same Card Detection ™ Energy Saving Mode
[ STX ASCII Format [ STX DEC Format

Set ‘ Get

In this mode, program provided different options for user to choose, after ticked the options,

just click to finish the setting procedure, or click (Get Current Setting to read current setting

from the reader.

Options Descriptions

Auto Automatically read card

Beep Prompt the beep sound or not.

LED Flash the LED when read the card.

Same Card If continuously read the same card, user has to wait around 1.5 sec
Detection then could read again.

Energy Saving Provide more energy saving method.

Mode (It is not recommend to use in writing card blocks or several cards)
STXASCII format | Send ID format with ASCII.

STX DEC format | Send ID format with decimal.

4. System Command

System Command

Reboot Reader ‘ Use Factory Settings ‘

This tool provides two system commands; user can use [Reboot Reader to reboot the RD200

reader. The other command is [Use Factory Default Settings| which can restore the reader

settings to initial settings.

5. Send ID Format (Only for RD200/300 keyboard emulation mode)

13



6. Read Card Time Postponement / Same Card Detection Time

Read Card Time Postpone Same Card Detection Tim

’Tﬂ_l jxl[}ms ’Fﬂj jxl[}[}ms

Set ‘ Get ‘ Set ‘ Get ‘

Read Card Time Postponement: The intermission time of card reading.

Same Card Detection Time: The intermission time of same card detection.

After adjusted the time then click to finish the setting procedure, or click |Get Current

to read current setting from the reader.
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Auto Read

Common | Option || Auto Read | EPC/eTag | NTAG/Ukralight | NFC/NDEF | MIFARE | MIFARE keg.ﬂﬂ
Avaiable Card Type
¥ 1S014443A (4 Byte) [~ IS0 144438 [~ 150 15693 Set
¥ 150144434 (7 Byte) [ CHINA GUID ™ CPU{CUID)
™ CEPAS Get Current Setting

MIFARE | NTAG/UlraLight | 15015693 |

ID Block/Byte (MIFARE Classic)
[ Enabled Auto Read Block

Sector: ’T 14 j : Eeyg

&
Block: ’T a j Y
Start: ’T 1 j

Byee: [0 «|_| 2

Key Error MSG: |LED j

Set Auto Read MIFARE Classic ‘ Get

Write Key To EEPROM (MIFARE Classic)
& Key A
Sector: | 1 ﬂJ j v

" Key B
Key: |FFFFFFFFFFFF

Write

® Available card type: Setup read card type.

® Set auto read Mifare block in this tab to read specific block automatically.

1.

2. Click set auto read.

Enable and select correct block.

3. Reader will always read selected block automatically.

® \Write Key to EEPROM: Save Mifare block key to reader.
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