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1. Introduction

The RD-220 is a series of 13.56MHz RFID reader. The RD-220 supports all major global secured baseband
ISO standards namely 1ISO14443-A, -B, and I1SO15693 as well as the MIFARE classic/plus cards.

This manual describes how to use demonstration software for evaluating and exploring various features of
RD-220 through providing protocol. The RD-220 protocol contains basic commands as stated in the ISO protocol and
combo commands for one-stop operation as well as arbitrary commands for higher layer protocol communication.
Performing RFID operation through the providing protocol is suitable for system integrators or hardware/software
developers who have to be involved in the 13.56MHz RFID applications. Demonstration software is designed to guide
user/developer to quickly understand the RD-220 protocol and be capable to implement your own RFID software
applications. Moreover, the open source C# of the demonstration software is also provided in CD for reference.

The cards or cards that RD-220 can support are summarized in Table 1-1.

Table 1-1 Card or card that RD-220 supports

Standard Cards or cards that RD-220 can supports

1SO 14443A MIFARE Family, ISO14443A memory card, 1ISO14443A smart card

I1SO 14443B Type-B SRI Series (ST), 1ISO14443B memory card, 15014443B smart card

1SO 15693 SIC5600 (SIC), I-Code Family (NXP), Card-it (TI), LRI Series (ST), 1ISO15693 Label

2. Getting Started

Before user can operate the demonstration software, proper operational environment and the following
requirements must be prepared.

2.1 System and Hardware Requirements

e Computer : PC with USB Port

e Operating System : Windows 7, Windows VISTA, Windows XP SP2

e  RFID Reader : RD-220 Reader

e Software Requirement :.NET framework version higher than 4.0 Installed
e Others : Card/Tag

2.2 Contentin CD
Content in CD, shown in Figure 1, consists of
e Demonstration Software in folder “Demo_Software”
e Documents namely Module Datasheets and Software Manuals in folder “Documents”
o .Net Framework in folder “Dot_Net_Framework”
e RD220 Driver for emulating RS232 on USB in folder “RD220_Driver”

e Example software source code in “SW_Source_Codes”

Demo_Software
Docurments
Dot_Met_Framework
PI931_Driver
SW Source_Codes

Figure 1 Contentin CD

Page 10 of 79



SYRIS RD-220

Demonstration Software Manual

2.3 Software Installation
2.3.1  Driver Installation (For Virtual RS232 on USB)

1. Connect USB cable to the RD-220 reader Hardware. Then, there will be a “Found New Hardware”
pop up indication.

i RBER
RD 220

A 13 TFE

_{x,\

Figure 2 A “Found New Hardware” pops up

2. Windows will ask for the way for driver installation. Select “No, not this time”.

FiHEEREE

BHEERSEFREESE

Windows e PATATERRE - @S CD H Windows
Eﬁdaﬂe il (WELSFEIEE) RS R LR D E R

P AR B
Windows T O LAAESEE] Windows Update SEHEERET

D= REHED
OR  RENREREEET —EESHE

S [T—F] 434 -

(F—2w-) [

Figure 3 Select “No, not this time”.

3. Windows will request for driver installation. Select Option “Install from a list or specific location
(Advanced)”.

S HEER =

SEEEERENT g A
RD 220

(+) MPEHEBREEE CD RtH - REHE
g A

EERERITHELE?

O BshF#EEEEm D

S [F—F] 48 -

(f—2E) [Pu-) [ w8 |

Figure 4 Select Option “Install from a list or specific location (Advanced)”
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4. Select “Search for the best driver in these locations” and check “Include this location in the search”
box. Then, Browse to folder “D:\RD220_Driver” in CD or where the driver is located. Click “Next”.

FhEEERER

HREENRSAEEEE - B
N

(3) FEIS LU PR ARSI = (2

{E T RS R = o B AR A R E O e I R e R e »
LR ERREE S, -

[ #ES TR @55 + CD-ROM. )4
ek aE s ENE O
| DARD220_Driver v £

O TEER BRSO

EIRS A A B iR B BREZ 5l - Windows TREEIGFNERTAIAESNTE
Hmtr & T -

Ci%m] [T2w:) [ =

Figure 5 Browse to folder "RD220_Driver" in CD or where the driver is
located

5. Windows ask to ensure installation the driver from SIC as shown in Figure 6; please click “Continue
Anyway”.

pEx

3 FOMEE 3=V | T e
ED2320 USE CDC Berial Port

AR Windous EELIBLUGRIPE Wintovs 1P BIIEE

ﬂﬁxﬁ*‘ﬂﬁ:ﬂﬁ&ﬁ&ﬁﬁ?ﬁ EEE‘J%&H#’F
e =k = Microsoft SEFESE S || 518
%aiiﬁﬁﬂﬁﬁﬁmﬂﬁﬂ Windows E“EETE‘J

wEEEC ||
Figure 6 Click “Continue Anyway”

6. Wait for driver installation.

SRFSEREE
B - SRR

(g RD220 TEE CDC Sexial Port

o c/

Figure 7 Windows is installing the driver.
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7. Ifinstallation completes, there will a window indicating installation finish as shown below displayed.
Please click Finish.

S HEER =

ERSRIREEEE

SEMENEEZEE TN

(g RD220 MEE CDC Berial Port

1% CERR] BARATRER -

Figure 8 Installation completes.

8. There is the pop up shows hardware is ready to use. At this time, the device is successfully connected
to PC and the LED on the module is turn on.

jrj Found New Hardware

Yaur new hardware is installed and ready ko use,

Figure 9 pop up shows hardware is ready to use

9. User can check the number of comport from Device Manager. As shown in Figure 10, the number of
comport for this RD-220 hardware in this example is “COM4”. Note that the assigned number of
comport is different for each computers.

B aEENs
BEE® SHTW WA HA®
S 2 =ma

== SEM_FE
*- b DVD/CD-ROM Jefrtd
+-=y IDE ATA/ATAPT $5KI|8R
+ g AL RS
+- i FifdEE
+ @, B - REAREEHESER
- MR
+- e SEF FFFIRE R e
- Y SEKELE (COM FOLET)
! RDFI0TEE CDC Serial Port (COMAY!
o SEERIERELE (COMI)
+ ) BEERBIEEES
e \f =R
& EBFoyR 00

'Figure 10 COM Port for RD-220 Hardware displays in Device Manager.
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3. Quick Start with Demonstration Software

The demonstration software is “SIC HF SDK.exe” provided in the folder “Demo_Software”. There is no
software setup required; just double click the “SIC HF SDK.exe”. The demonstration software can run either from CD
or a copy on hard drive. The GUI of software is shown in Figure 11 and ready to use.

OPENPORT CLOSEPORT  SETINITSEQNUM  SETDEVID  GET FWVERSION  ABOUT
Reader Corfigulation [15015693 | 150144434 [ 150144438 | General Reader Command Cmd For Note 4
Device ID &l ™1
Reset ASIC ( SIC9310)
00 Set Device ID 00 Get Device ID e — ™2
T .
RF Drver Corfigulation RF Power Level @4 1
[ Differential Close Coupling Networl with intemal envelope -] Wite 5
Differential Close Coupling Network with intemal envelope Read TXE L4
e
Cmd e
™ @9
- o
T
Clear Logs
=] | !
Communication Logs  [7]  Show Raw Pk ar = T
f B
4 i ’

Figure 11 Demonstration software

Following steps, as shown in Figure 12, demonstrate a simple usage in reading UID of 1ISO15693 card for quick
understanding.

OSEPORT  SETINITSEQNUM  SETDEVID  GETFWVERSION  ABOUT
1 Reader Corfia 3 }A-5015693 | 150144434 | 150144438 General Reader Command Cmd =
- ™1
7 Reset ASIC { SIC9310
’ Start Send Multi Cmd ] I Send ‘ ™2
ONRF OFF RF
onfig Reader 5 ES =
oeed TX,RX for Reader + Speed Ricfor Tagadd in RequestFlag of Y Cmd @ RF Pamer Level ™4
[ out of 256 (1,65 kbitsss = | P [1 500 Low ste (662460 = || SET =5
T FIX
™E A
< o Clear £
(=} Enable Once Check 1S015693 Standard Command Cmd X8
List Cmd Inventory 1 slot Command .
[F] —Standard Cummandf - & X 010 | 0000 X
£ | (invertoryTsiot Cmd A
[ Invertory1Siot Invertory Mode RX 0D10  015534DF220C000104E0 ™10
= Smut [] RFU Flag — @1
[ ReadSingleBiock ] Option Flag @ e ™1z
or L
- I:“;r;t:;;\gl\(eﬁ\ock = [] Protocal Extension Flag Communication Logs  [T]  Show Raw Pck o i, '
7] ReadMutipieBlocks [ Enable AFI 5
] WrtehlultipleBlocks &/|lTx00_52> 0po0
] Select Rx00_53> 0DOO 01
; F;:EITUREEE’)' L Maskc Len Complete Communicate!
] witeA) TX00_54> 0DO1 00
(o g Cemetere Rx00_54> 0DOL 01
f I‘.u:kDSF\D Complete Communicate!
] GetSysteminformation . / Tx00_55> 0D10 00 00 @
[ GethutipleBlock Securty Stetus ~ RX00_55> 0D10 01 55 34 DF 22 0C 00 01 04 EO
7] —Custam SIC Command— EEEk i e e e complete communicate!
=
[] SetEAS ~
[C] ResetEAS 2 Response> 01 - Resp OK
DSFID> 55
UID> 34DF220C000104E0 @
B
- \/2\
< m v Open Com1s 115200 N2/

Figure 12 Demonstration software
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1) Connect a Pi-931 device to computer and wait until computer recognize COMPORT as shown in Figure 10.
Then click “OPEN PORT” Menu tap to query available COMPORT in computer.

2)

3)
4)
5)

6)
7)

8)

9)

Available COMPORT in computer is shown. Click the COMPORT number belonging to reader hardware.
If connection is successful, there will be the connected comport with communication speed displayed
at bottom of the GUI.

Click “ISO15693” tap to selection operation related to 1ISO15693
Click “Setup” button to configure reader IC to be ready to transmit and receive 1ISO15693 frame format

Select preferred speed using in RF transaction. In this example, select “1 out of 256 (1.65 Kbits/s)” for
TX (downlink) and “1 Sub Low Rate (6.62 Kbits/s)” (Uplink).

Speed TX RX for Reader + Speed Rx for Tag add in ReguestFlag of eveny Cmd
TX |1 out of 256 ( 1.65 kbits/s v | R* |1 Sub Low rate (6.62kbit ~ | SET

T RX GET

Figure 13 TX and RX Speed for reader CODEC in 1ISO15693 protocol

Click “SET” button, shown in Figure 13, to configure codec speed of reader

Select Command “Inventory 1 Slot” by clicking on the name of that command in order to read the card
UID. The selected command will be highlighted.

Input necessary parameters. The parameters required in this command are Inventory mode, Mark Len
and Mark Value. User can left these inputs blank in this case. Then, value of “0” is used.

Check “Save UID” check box to save readable UID in software buffer. This UID might be used in further
operation.

10) Ensure that 1SO15693 card is placed in operation range of the hardware reader. Click “Send” to

transmit the command to reader hardware to read UID of 1ISO15693 card.

11) Transaction between reader hardware and PC is display in communication logs. For more information

about response frame format, please refer to “Pi-931 Protocol” Document.

12) For standard commands in command list, the response is translated and displayed in command

response section for easy understand. In this case, response is successful by response code “01” while
DFSID and UID are shown.

Note that user can watch transactions between reader hardware and PC to be ideas in developing
application from each step.
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4. Demonstration Software Component
This software mainly consists of four sections as shown in Figure 14 namely
1) Port-and-Constant Setup
2) RFID standard taps and Reader Configuration tap
3) Raw data input and output for developer
4) Transaction logs.

F—
( OPENPORT  CLOSEPORT  SETINITSEQNUM  SET DEVID  GET FW VERSION AEUU’ 3

—
' Feader Configulation 15015693 | 1SO14443A | 150144438 | 2 N\ ‘( General Reader Command < | Cmd For Note I
Device ID - ™
Reset ASIC { 5IC3310)
00 Set Device ID 00 Get Device 1D 22
[ owre [  oFFRF ] 5 =
RF Driver Configulation RF Power Level >4 Send
[Dferential Close Coupling Network with intemal envelope - Ve level4 s TG
Send
Diferential Close Coupling Network wih intemal envelope Read ™6 |
Send
[F———_—
o e
Tx s
RX ™10 Send
™1 Send
™12 Send
Communication Logs ~ []  Show Raw Pck < = )
= )
4
NS J I 4
- )

Figure 14 Sections in Demonstration software
4.1 Port-and-Constant Setup

This section consists of Menus related to hardware setup namely OPEN PORT, CLOSE PORT, SET INIT
SEQNUM, SET DEV ID, GET FW VERSION and ABOUT.

OPENPORT ~ CLOSEPORT  SETINITSEQNUM  SETDEVID  GET FWVERSION  ABOUT
+ Header Corfiguistion | 15015693 | 150144434 | 150144438 | |F
|

Figure 15 Port-and-Constant Setup

4.1.1 OPEN PORT

OPEN PORT is used to query and open communication port to the reader device.

OPEN PORT | CLOSE PORT  SETIMIT SEQMUM  SET DEVID  GET FW WVERSIOM  ABOWUT

[ COMI5 llsn15633 | 150144434 | 1507144438 |

Figure 16 OPEN PORT Menu
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Following steps describe opening the communication port with Pi-931.

e  Click OPEN PORT menu to search available com port present in computer.

e Available COM ports are shown in menu content under OPEN PORT menu.

e Click on the COM port number belonging to reader hardware being operated to open communication.

e If connection is successful, there will be a connected comport with communication speed displayed at
bottom of the GUI, as shown in Figure 17.

Fl

r Open COMI15 115200

Figure 17 connected com port and communication speed (kbps)

4.1.2 CLOSE PORT

CLOSE PORT is used to close current communication port.

OPEMPORT | CLOSEPORT | SETINITSEQNUM  SETDEVID  GET FWVERSION ~ ABOUT
! 15015693 | 150144434 | 150144438 |

Figure 18 CLOSE PORT Menu
e  Click CLOSE PORT to close current operating COM port.

e The connection shown at bottom of the GUI disappears.

4.1.3  SET INIT SEQNUM

SET INIT SEQNUM is used to set initial sequence number SEQNUM in transmission command packet. The
SEQNUM, 1-byte information, is automatically increased after transmission of each packet by this software. As
shown in Figure 19, user can input two-hexadecimal number to set the initial sequence number.

OPEN PORT  CLOSEPORT | SETINIT SEQNUM | SETDEVID  GET FW VERSIOM  ABOUT

Reader Corfigulation | |S0 15693 b'I-MJISB | | ’?
S Bl

Figure 19 SET INIT SEQNUM Menu

414 SETDEVID

SET DEV ID is used to define target Device ID in transmission command packet. The Device ID (Dev ID)
indicates specific device or all in a network to operate. The Dev ID is consisted of an ID and a silent control bit. The ID
can be between 0x00 and 0x7F. The most significant bit in the Dev ID is the silent bit in which the operating devices
will not response back to host. The device that receives matched ID from incoming packet will operate and respond
back to host. The Dev ID in this setting can be from 0x00 and OxFF. Then, there will be no response from packet
containing the Dev ID between 0x80 and OxFF. For Device ID of 0x00, all devices will operate and response back to
host. The detail of Dev ID is summarized in Table 4-1. User can define Dev ID in packet by entering two- hexadecimal
number as shown in Figure 20.

OPEMPORT  CLOSEPORT  SETINIT SEQNUM | SETDEVID | GET FW VERSION  ABOUT
Reader Configuiation | 15015693 | 190144434 | 1501444 | | ’?

Figure 20 SET DEV ID Menu
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(1)

Silence Bit Device ID
Dev_ID[7] Dev_ID [6:0] Meaning
0 0x00 @ All devices that receive command operate and respond back to host with Dev_ID of 0x00.
0 0x01 — Ox7F The ID-matched device operates and responds back to host.
1 0x00 The operating device will not respond back to host

(1) The silence bit is an option for preventing data collision in reader network from simultaneous response.

(2) Device ID 0x80 can use for broadcasting if there are multiple readers connected in a network.

4.1.5 GET FW VERSION

GET FW VERSION is used to get firmware version from the connected device. Firmware version is reported
as shown in Figure 22

OPENPORT ~ CLOSEPORT  SETINITSEQNUM  SETDEVID | GET FW VERSION | ABOUT
Reader Configulation | 15015693 | 150144434 | 150144438 | | F
|

Figure 21 GET FW VERSION Menu

4.2 RFID standard taps and Reader Configuration tap

This section consists of three RFID standard taps and Reader Configuration tap. GUI in ISO15693 standard tap
is shown in Figure 23. In ISO14443A and 1SO14443B tap contains similar component with different commands. For
Reader configuration as shown in Figure 26, the provided GUI is for setting up and getting Device ID and RF Driver
configuration.

4.2.1 RFID standard taps

Each RFID standard tap contains data transmission button, RF communication speed selection, parameters
setup of each associated command as well as response reports from RF transaction of each command.

4.2.1.1 “Standard Setup” Button
“Setup” Button is used to setup parameters in the reader to be ready to transmit and receive following
standard in tap name. User must activate this setup before performing any RF-related operations in associated RFID
protocol.

4.2.1.1 “Send” Button
“Send” Button is used to transmit command that is currently highlighted in command list

4.2.1.2 “Start Send Multi Cmd” Button
“Start Send Multi Cmd” button is used to transmission multiple commands consecutively that are
checked in command list. From example in Figure 23, providing that no any command fail during each operation,
Inventory 1 Slot, Read Single Block, Write Single Block and Select are operated in chronological order respectively.
Note that command in the list is run from top to button.
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4.2.1.3 Reader TX and Rx Speed selection
This section is used to setup transmission and reception speed of CODEC in reader IC. User must setup
the transaction speed before performing any RF-related operations in associated RFID protocol. In addition, current
setup speed in the reader can be retrieved by “Get” button.

Reader Configulation | 15015693 | 150144434 | 150144438 |

Start Send Multi Cmd 3 ‘ ‘ Send )
Config Reader
Speed TX RXfor Reader + Speed Rx for Tag add in RequestMag of every Cmd
TX (1 out of 256 ( 1.65kbits/s + | F* [ 1 Sub Low rate (6.62kbit | SET
Setup
1l ™ RX GET
4

(lj 5 Enable Once c:heck) 6 5 15015693 Standard Command
(" List Cmd N Inventory 1 slot Command h

[] —Standard Command— - Inverta

ry 1zlot Cmd

invertory Mode

[ Inventory165lot =1 RFUR

[ StayQuist ag

ReadSingleBlock [] Option Aag

I

LE::SIIEEILEEIDCk E [C] Protocal Extension Flag

[7] ReadMuttipleBlocks [T] Enable AFI A

[] WriteMultiple Blocks 3

Select

[”] ResetToReady | &

] WiiteAFI Mask Len

[] LockAFI Mask Value

[] WriteDSFID

[] LockDSFID N

[7] GetSystemIrformation 8

[ GetMultipleBlock Security Status a Inventorysiot Cmd Response )

[] —Custom SIC Command—

[7] SetEAS

[T] Res=tEAS i Response> 01 - Resp OK
~ ~ | |DSFID= 00

UID= C03398529C2102E0
A\ J |4

Figure 23 Example of button and setup in ISO 15693 tap

4.2.1.4 “Enable once check” Check box
The “Enable Once check” is an option in selecting command on command list. If “Enable Once check”
box is checked, a pointed command in command list is checked on one click.

4.2.1.5 Command List
The command list provides air-interface commands in each RFID standard. The commands include
primitive command based on operating RFID standard and combo command for one stop operation as well as some
proprietary commands for SIC RFID.

4.2.1.6 Parameter setup
The section is for setting up parameters required by each command. The section is different from
command to command. User may have to refer to ISO standards for meaning and function of each parameter. If the
inputs are left blank, value of “0” is used.
In some command, there is a “Load Saved UID” checked box to load UID from previous operation to
use in current operation. For the command required UID in operation, the “Load Saved UID” checked box is
provided.

Page 19 of 79



SYRIS RD-220

Demonstration Software Manual

Select Command

Select Cmd
Mon Inventory Mode
[7] RFU Fag

[ Option Flag
[7] Protocal Extension Fag
Operation Mode Addre _

£33 Mode

uiD |

Figure 24 “Load Saved UID” checked box

4.2.1.7 Command Response

The Command Response section displays and translates operation result and available response of
each command. As shown in Figure 25, “01” indicates response is successful without any error. Also, received UID
and DSFID in ISO15693 are displayed. The UID in response packet starts from least significant byte to most
significant byte which reflects to what transmit from card in chronological order. For more information about
meaning of response, please refer to Pi-931 Protocol.

In some command, there is a “Save UID” check box for storing UID form current transaction for further
operations. To store UID in software buffer, this checked box must be set prior operating command.

Inventony 1slot Cmd Response

Responses 01 - Resp OK
DSFID:= 00
UID> 20E1220C000104ED

Figure 25 “Save UID” checked box

4.2.2 Reader Configuration tap

Reader Corfigulation | 15015693 | 150144434 | 150144438 |

Device D )
ﬂ' 00 Set Device ID 00 Get Device D
J
RF Driver Corfigulation )
2 [Dfﬁential Cloge Coupling Metwars with intemal envelope v] Write
Diffential Close Coupling Network with intemal envelope Read
Y,

Figure 26 Command and setup in Reader Configuration tap

4.2.2.1 “Device ID” Setup
“Set Device ID” is for programming Device ID for individual reader. Only device ID between 0x00 and
Ox7F is allowed. Also, device ID of connected device can be read from “Get Device ID” button.
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4.2.2.2 “RF Driver Configuration” Setup
This section is for setup driver configuration of the hardware. The driver configuration is information
used by microcontroller to set up driver characteristic to serve specific RF topology in Pi931 family. This information
is stored in EEPROM of SIC9310. To make the reader properly operable and achieve the highest performance, the
driver configuration must be specifically set to match to RF topology of hardware. The RF topology can be one of
these configurations namely

1. Differential driver with internal envelop detector,

2. Differential driver with external envelop detector,

3. Single ended driver with external envelop detector,

4. 50-ohm-output Class-E driver with external envelop detector.

For every Pi-931 reader manufactured from silicon craft, the “RF Driver Configuration” is pre-programmed
to match RF driver topology of the reader hardware. So, the “RF Driver Configuration” is provided for users who
designs their own hardware based on Pi931-MD module and requires to reconfigure hardware constant to different
RF driver topology.

4.3 Raw data input and output for developer

This section is provided for developers to communicate with the hardware by hexadecimal code. Example
of usage this section are transmitting commands not provided in command list. This is a common situation in 13.56-
MHz RFID application development. Moreover, this section can be used for debugging developing applications. To
use this section, users have to input command in Hexadecimal format in TX and decode responses from hardware
shown in RX by user defined programming or manually. For more information about module communication
protocol and hexadecimal code, please refer to Pi-931 protocol document. The section is consisted of six
components, which will be described below.

General Reader Command [« cmd 12 For Note R
l 1 Reset ASIC { 5IC3310) I T>(113 @
TK2 Send
|2 ONRF |3 oFFRF | e — |
RF Power Level ———————————— T 4 i |
4 cvel2 5 Setup x5 %"
- TX6 — |
H l 7 = I 8Clear g Send
Cmd 9 T8 Send
T¥ TS Send
RX TX10 Send
“:J
| Send |

TN Send
l 10 Clear Logs J
TH12 Send

11 -
Commurication Logs | [ Show Raw Pck ) (4 [Tl Bl

Figure 27 Raw data input and output for developer

4.3.1 “Reset ASIC” button

This button is used to reset reader IC (SIC9310)
4.3.2 “ON RF” button

This “ON RF” button starts 13.56-MHz carrier emission.
4.3.3  “OFF RF” button

This “OFF RF” button stops 13.56-MHz carrier emission.

4.3.4 “RF Power Level” Selection

This pull down menu is for selecting transmitting strength of 13.56-MHz carrier.

43.5 “Set up” button (Power Level)

The Set up button is for configuring strength of transmitting carrier following defined RF Power Level.
4.3.6 "Width Restore (<)” button

This button is used to restore width and show all part of sub panel “RFID standard taps”.

Page 21 of 79



SYRIS RD-220

Demonstration Software Manual

4.3.7 "Send” button

The “Send” button is used to transmit command and data in TX box in section 4.3.3.
4.3.8 "Clear” button

The “Clear” button is used to clear content in section 4.3.3.

4.3.9 Direct TX Input and RX Output

TX Input consists of command box and its associated data to be send to RFID reader while RX output
consists of feedback command mode and response data from RFID reader. As shown in Figure 28, “0x0A13”, which
performs select command in 1SO14443A, is the transmitted command and “0x001CBB4FCD” is the transmitted data
to RFID reader. In RX box, “Ox0A13” is feedback command to confirm operation and “0x0108” is response data from
RFID reader.

——— Module Command

Tx Data to Module

P | Send |
= Clear
Crpd

TX(DAH j(DEHCBBdFCD j

HX( 0A13 ](m 08 )

Rx Data from Module

Feedback module command
Figure 28 Example of Direct TX Input and RX Output

4.3.10 “Clear Logs” button

The “Clear Logs” button is used to clear all logs event in Transaction Log display.
4.3.11 “Show Raw Pck” Check box

If “Show Raw Pck” is checked, all every transaction between reader and host is displayed in full format. This
will help user understand frame format structure of Pi-931 Protocol from header to checksum. The effect of “Show
Raw Pck” is shown in Figure 29.

Tx= aa 00 06 55 00 OD 10 00 00 4E E St Eany Fick
Rx> AA 00 OE 55 00 OD 10 01 00 CO 33 98 52 9C 21 02 EQO 21 -4—p Ly Rl RE
Complete Communicate!

Tx00_56> 0D10 00 00
Rx00_56> 0D10 01 00 CO 323 98 52 9C 21 02 EO -+ Show Raw Pck
Complete Communicate!

Figure 29 Effect of “Show Raw Pck” in transaction display
4.3.12 Additional TX Input and RX Output section

The function of this section is similar as described in 4.3.4. The purpose of this section is for testing
consecutive arbitrary command unavailable in command list. User can review each result in the Transaction Log. In
addition, the box on the most right is for recording and comment. This help developer recognize meaning of each
hexadecimal command. Usage of this section is shown in Figure 30 Usage of additional TX input and RX output
sectionFigure 30.
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For Note
Setup CODEC to 150144434

Set CODEC speedto 106 k for T and Rx

Wakellp A

Anticoll A, Casecade level =0, Coll Mask Val =0
Select Card, Casscade level =0, UID = DB2DF198
RATS command, FSD = 16 Byte, CID =1
Protocol/Parameter select, CID =1, Rx = 424 T = 424
Change CODEC speed to 424k for Tx and Rx

Deselect

Figure 30 Usage of additional TX input and RX output section

< Cmd

!!! 0ADD [ send |
X2 0401 00
TX3 AT Send
TX4 0A12 | 0000
TX5 QA13  0ODB2DF138
TX6 0A15 O Send

7 0a16  DI10A [ send |
X8 A1 2 Send
TX9 0acO  OIC2 [ Send |
@10 | Send
@11 Send
™12 Send
@13 Send

4.3.13 "<” button

The “<” button in “Additional TX Input and RX Output section” is used to extend or shrink this section for
easy accessibility. When the symbol on the button is “<”, click the button extend the section. Once, the symbol on
the button become “>”, click the button shrink this section.

4.4 Transaction Logs

If “Communication Logs” check box is checked, transaction between host and the device is logged and

displayed in this section as shown in Figure 31.

Tx00_64>
Rx00_64=
complete

0all
0al11 01 04 00
communicate!

Tx00_65>
Rx00_65=
Complete

0alz 00 00
0al2 01 1C BB 4F CD
Communicate!

THO0_66>
Rx00_66>
complete

0al3 00 1C BB 4F CD
0al3 01 0B
Communicate!

TxO00_67>
Rx00_67>
Complete

0al4
0ald4 01
communicate!

Figure 31 Transaction Logs text box.
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5. Pi-931 Protocol

To operate with Pi-931 module effectively, user should prior be familiar with technical terms, transaction
speeds and parameters required in 1S014443 and 1SO15693 as well as MIFARE. The command available in this
demonstration software is directly mapped from existing command in the protocol. So, user can understand how to
interact with card step by step by manually inputting and activating commands at appropriate state of card and can
learn how to use our protocol and compose correct structure from this demonstration software.

To create application based on Pi-931 module, user should be able to transmit command in hexadecimal
code and review response from the reader device. The Pi-931 protocol itself is basically a series of hexadecimal
code. The command frame format is shown Figure 32 while Table 5-1 summarize meaning of bytes in frame. For the
response frame, frame format detail is shown Figure 33 and Table 5-2.

OxAA 0x00 0x00
1-byte 1-byte 1-byte 1-byte 1-byte 1-byte 1-byte n-byte 1-byte
Figure 32 Command Frame Format

Name Meaning

SOP Start-of-Package byte ( OxAA )

LENG-H High byte of packet length counting from sequence number to Data[n-1]
LENG-L Low byte of packet length counting from sequence number to Data[n-1]

Seq Number Sequence number of Package

Dev_ID Device ID byte : Silence bit (1Bit MSB) + Device_ID (7 Bit)

CMD Category Command Category byte to specify operating standard or reader setup mode
CMD Command byte in specified Command Category standard

Data[0] ... Data[n-1] Data bytes

LRC Check sum of the packet which is XORing result from LENGTH to Data[n-1]

OxAA 0x00 0x00

1-byte 1-byte 1-byte 1-byte 1-byte 1-byte 1-byte 1-byte n-byte 1-byte
Figure 33 Command Frame Format

Name Meaning

SOP Start-of-Package byte ( OXAA )

LENG-H High byte of packet length counting from sequence number to Data[n-1]
LENG-L Low byte of packet length counting from sequence number to Data[n-1]
Seq Number Sequence number of operated command packet

Dev_ID Response device ID byte : 0 (1 Bit) + ID of operating Device (7 Bit)

CMD Category Operated Command Category byte

FBP CMD Operated command byte

Resp Response flag of operated command

Data[0] ... Data[n-1] Response Data Bytes

LRC Check sum of the packet which is XORing result from LENGTH to Data[n-1]
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The relation between hexadecimal of command and response displayed in transaction logs window and
frame format as stated above is shown in Figure 34. This example shows performing inventorylslot in 1ISO15693. To
display only necessary numbers in command and response packet, user can uncheck “Show Raw Pck” as explain in
4.3.9. Figure 35 depicted decomposition of abridged frame format.

SOP (Start of Package)
LENG-H

LENG-L

Seq Num

Dev_ID

CMD Category

cMD

Data[0] ... Data[n-1]
LRC
| —— F

3 00 Op 10 00 00 48
3 000D 10 01 01 79 96 23 O0C 00 O1 04 EO @5

T t ke
Data[0] ... Data[n-1]
Resp
FBP CMD
CMD Category
Dev_ID
Seq Num
LENG-L
LENG-H
SOP (Start of Package)

Figure 34 Decomposition of raw frame format of Pi-931

<

4
>
W
(=)=}
=)=
) OO0 ¢
> m e €
» WL g

»
»
»
»
>

Dev_ID

Seq Num

CMD Category
CMD

17 Data[0] ... Data[n-1]

| —
T=x00_532> 0D10 00 00
Rx00_52> 0D10 01 01 79 96 23 OC 00 01 04 EO

A L
T T Data[0] ... Data[n-1]

Resp

FBP CMD
CMD Category
Seq Num
Dev_ID

Figure 35 Decomposition of abridged frame format displayed in demonstration software
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6. Using Demonstration Software
6.1 1S014443A

Figure 36 shows GUI in 1SO14443 tap. In the tap, user can transmit single or multiple commands, setup
transaction speed as well as review card response. Command list consists of standard commands, MIFARE
commands, Combo commands and transparent commands.

| Reader Configulation | 15015633 | 150144434 | 150144438

‘ Start Send Multi Cmd ‘ ‘ Send

Config Reader
Speed TX,RX for Reader

TX [ 106 KBis/s ~ | A% [ 106 KBis/s | seT |
=P RX GET

= Enable Once Check 1S014443A Standard Command
List Cmd None Command

& —Sondard Conmend—
] A_Request
A_WaksUp
A_AntiCol
A_Select

m

A_Deselect

——NMifare Command—
A_LoadKey
A_Authentication
A_ReadBlock
A_WriteBlock

A_WriteValueBlock

A_Wiite SectorTrailerBlock
A_lncrement

A_Decrement

A_Restore

A_Transfer >

Figure 36 1SO14443A command list
6.1.1 1SO014443A standard commands

The standard commands used in 1SO14443A-3 and -4 are illustrated in Figure 38, showing relation of each
command in card-state transition diagram. Hence, each command shall be applied at appropriate state. The
commands in this section are A_Request, A_WakeUp, A_Anticoll, A_Select, A_RATS, A_PPS, A_Halt and
A_Deselect. For more information about the commands, please refer to 1ISO14443-3 and -4 standards and Pi-931
Protocol.

6.1.1.1 A_Request

The A_Request command GUI is shown Figure 37. This command is used to probe if ISO14443A cards are in
there field. This command requires no input.

List Cmd A_Request Command
—Standard Command— - A_Request Cmd

:

A_WakelUp

m

A_Deselect

——Mifare Command—
A_LoadKey
A_Authertication
A_ReadBlock

A_WriteBlock

A_WriteValueBlock

A_WriteSectorTrailerBlock

A_Increment
A_Decrement A_Request Cmd Response

Response: 01 - Resp OK
A Restors ATQA> 0400 - UIDSize = SingleLvi , BitFrame/
A_Transfer

OEEEEEEEEEEOOREEREEE
1=
1
g

Figure 37 A_Request Command
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Figure 38 1SO14443A standard commands available in Pi-931

6.1.1.2 A_WakeUp

List Cmd List Cmd
"] —Standard Command— ] —Standard Command— -
Power OFF —  (OEET— ] A Fequest
] A_Wakelp W] A_Wakelp
[C] A_AntiCall [C] A_AntiCal
[ A_Select ] A_Select
Reset ] A_Halt [] A_Halt
[[] A_RATS L [] A_RATS L
X AC [C] A_PPS 3 [C] A_PPS 3
g@&m [] A_Deselect [] A Deselect
'S?:E nSELECT,
HLTA
Error List Cmd List Cmd
. — | —Standard Command—  » [ —Standard Command—  »
) ] A_Request F ] A_Request F
nSELECT, REQA, WUPA [] A_WakeUp [] A_Wakelp
M ArtiCol =] A_AntiCol
v ] A_Select @ ASeect |
[C] A_Hak [ A_Hak
READY ] [C] A_RATS L [C] A_RATS |
State AC [C] A_PPS 1 [] A_PPS 3
[C] A_Deselect [7] A_Desslect
C 3 J List Cmd List Cmd
SELECT, SELECT "] —Standard Command-— B "] —Standard Command-— -
nSELECT v ] A_Request F ] A_Request il
] A_Wakelp [] A_Wakelp
(] A_AntiColl (] A_AntiCal
ACTIVE A =
State ] A_Select ] A_Selsct
] A_Hat ] A_Hal
g A RATS [ ] A_RATS L
1 APPS 3 D —
[] A_Deselect [] A_Deselect
List Cmd List Cmd
"] —Standard Command— ~ [] —Standard Command— -
[] A_Reguest F [C] A_Request F
] A_Wakelp ] A_Wakelp
(] A_AntiCol [T A_ArtiColl
DESELECT HLTA [] A_Select ] A_Select
L[] A_Hat ] A_Hat
of [] A_RATS L [C] A_RATS |
] A_PPS 3 [] A_PPS 3
[7] A_Deselect |_' @l A Desslect ]

The A_WakeUp command GUI is shown Figure 39. This command is used to probe if ISO14443A cards are in
there field. This command requires no input.

List Cmd

—Standard Command— -
] A_Request

T — |
ﬁ AntiColl

A_Select

A_Halt

A_RATS

A_PPS

A_Deselect

——Mifare Command—
A_LoadKey

A_Authertication

A_ReadBlock

A_WriteBlock
A_WriteValueBlock

A_Write SectorTrailerBlock
A_lncrement

A_Decrement

A_Restore

O

m

OOEEEEEEEEEOREEEEE]

]
>
)
=
aq
o

Figure 39 A_W

6.1.1.3 A_Anticoll

A_WakeUp Command
A_Wakelp Cmd

A_Wakelp Cmd Response

Response: 01 - Resp

ATOA> 0400 - UIDSlze SlngIeL\rI BitFrame/

akeup Command

The A_Anticoll command GUI is shown Figure 40. The A_Anticoll not only transmits command as in the
standard but also automatically seek out a complete UID from cards in the RF field. Providing that the cards
performed anti-collision are in the same range, the parameter CollMaskVal, as shown in Figure 40, in A_Anticoll can

be used to select a card that condition matches.

If the CollMaskVal is 0, the reader selects the UID from the card
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where the first collided bit is 0, and vice versa. The example of CollMaskVal usage is shown in Figure 41. If
CollMaskVal is 1, UID of “3A 2A 10 92”is selected. If CollMaskVal is 0, UID of “OA BD OF 92” is selected. The collision
occurs at the fifth bit where first byte response from one card is 0x3A (00111010) and other is OxOA (00001010).
Note that shown UID in response packet starts from least significant byte to most significant byte which reflects to
what transmits from card in chronological order. However, other factors such as transmission energy, size of
antenna and coupling factor from card and others in RF environment introduce performance of this feature
CollMaskVal. This feature can work well in reader equipped with proper antenna. Moreover, the A_Anticoll supports
UID cascade level from level-1 to level-3.

_Ijst Cmd i A_AntiColl Command Cascade Level

Default value -
; ;‘;sfgz"d:d Command— | A_Anticoll Cmd uID Default value
Ue:
7] A_Wakellp Cascadelevel  |Defaukvale | ———» e v 2 )
j'_mseled CollMaskVal E] Cascade Level 3
] A_Hat A_Articol Cmd
7| A RATS o P Cascade Level
A_PPS 1
S CollMaskVal
A_Deselect e
Mifare Command— 1
| A_LoadKey
| A_Authentication
| A_ReadBlock
| A_WriteBlock

| A_WriteValueBlock
| A_Write SectorTrailerBlock

| A_Increment
| il
| A-Decroment A_Anticoll Cmd Response .
| A_Restore )
A_Transfer bl Response> 01 - Resp OK
UID> DB2DF138
UID complete

Figure 40 Parameters in A_AntiColl command

Tx00_90= 0Al1l
Rx00_90>= 0411 01 04 00 -@—— ATQA
Complete Communicate!

T00_91= 0A12 00 01

Rx00_91> 0A12 01 3A 2A 10 92 -«—— UID ( CollMaskVal =1)
complete Communicate!

Tx00_92> 0131 -&—— OFFField
R¥00_92> 0131 01
complete Communicate!

Tx00_93> 0130 -&—— ON Field
Rx00_93>= 0130 01
Complete Communicate!

TX00_94= 0A1l

Rx00_94> 0A11 01 04 00 <—— ATQA
Complete Communicate!

Tx00_95= 0A12 00 00

RX00_95> 0Al2 01 OA BD OF 92 <¢—— UID(CollMaskVal=0)
complete Communicate!

Figure 41 Result ID from CollMaskVal
6.1.1.4 A_Select

The A_Select command GUI is shown Figure 42. This command requires complete UID from the A_Anticoll
command before operating. The A_Select supports UID cascade level from level-1 to level-3.

6.1.1.5 A_RATS (Request for answer to select)

The A_RATS command GUI is shown Figure 43. This command requires FSD (Maximum PCD frame size) and
CID (Card Identifier). This command shall be activated after card is selected the active state by A_Select command.
The response from this command indicates card capabilities namely transaction speed, Frame wait time, Start-up
Frame guard time, NAD support, CID support and History bytes. For more information about meaning of the
parameters, please refer to 1S014443-4. This command is in 1SO14443A-4 which is the beginning point in entering
smartcard protocol 1SO7816.
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List Cmd

—Standard Command—
A_Request

A_WakelUp

A_AntiColl

A_Halt

A_RATS

A_PPS

A_Deselect

———NMifare Command—
A_LoadKey
A_Authentication
A_ReadBlock
A_WrteBlock
A_WriteValueBlock
A_WriteSectorTrailerBlock
A_Increment
A_Decremert

A_Restore

A_Transfer

|

OEEEEEEEEEEEOEOEEE]

»

m

List Cmd

—Standard Command—
A_Request

A_Wakelp

A_AntiColl

A_Select

A_Halt

A_PPS

A_Deselect

——Mifare Command—
A_LoadKey
A_Authertication
A_ReadBlock
A_WriteBlock

A_WriteValueBlock

A_Write Sector TrailerBlock
A_Increment
A_Decrement

A_Restore

A_Transfer

0 o o = = s = =

m

A_Select Command

A_Select Cmd
Cascade Level Default value hd
uip DB2DF158
|

A_Select Cmd Response

Response: 01 - Resp OK
SAK= 28 - UID Complete Compliant Lv4

Figure 42 Parameters in A_Select command

A_RATS Command

A_RATS Cmd
Param

F5SD (Max PCD frame size )

A_RATS Cmd Response
Response: 01 - Resp 0K
TL=0E

TO= 7
TA>33
Tag Tx Bit Rate - 106kbit 212kbit 424kbit
Tag Rx Bit Rate - 106kbit 212kbit 424kbit
TB> 51
Frame Waiting time - Wait_154ms
Start-up Frame Guard Time - Wait_604us
TC> 02
PICC - Not Support NAD Suppart CID
HistoryBytes> 3131313054434F5350

Figure 43 Parameters in A_RATS command

6.1.1.6 A_PPS (Protocol and parameter selection request)

The A_PPS command GUI is shown Figure 44. This command is used to select operating protocol and
parameter to use in further operation. This command requires CID, PPSO and PPS1. This command shall be activated
next to A_RATS command. After executing this command, user shall set the transaction speed match to what card
response. For more information about meaning of the parameters, please refer to 1S014443-4.

List Cmd

—S5tandard Command—
A_Request

A_WakelUp

A_AntiColl

A_Select

A_Halt

A_RATS

A_Deselect

——Mifare Command—
A_LoadKey
A_Authentication
A_ReadBlock
A_WriteBlock

A_WriteValueBlock

A_Write Sector TrailerBlock
A_Increment
A_Decrement

A_Restore

A_Transfer

o o = o s s = e

| »

m

A_PPS Command
A_PP5 Cmd
PESS
CID

PPSO
Transmit PPS1

PPS1

Speed Tag Send (DS1) | piy 4{424 KBits +

{ Fx of Reader )

Speed Tag Receive (DRI)| Div 4(424 KBits ~

{ Tx of Reader)

A_PPS Cmd Response

Response: 01 - Resp OK
PP55= DO-CID =1D0

Figure 44 Parameters in A_PPS command

Page 29 of 79



SYRIS RD-220

Demonstration Software Manual

6.1.1.7 A_Deselect

The A_Deselect command GUI is shown Figure 45. This command is used to quit operation of 1S014443-4 or
higher layer to idle state of 1SO14443-3. This command requires no input and, actually, this command is made up of
A_TransparentWithCRC. For more information about meaning of the parameters, please refer to 1S014443-4.

List Cmd A_Deselect Command
—Standard Command— - A_Desslect Cmd
A_Request

V| A_WakelUp

V] A_AntiColl

V| A_Select
A_Halt

V| A_RATS

V| A_PPS

d| A_Deselect
——Mifare Command—
A_LoadKey
A_Authentication
A_ReadBlock
A_WriteBlock
A_WriteValueBlock

A_Write SectorTrailerBlock
i_::l;crememm A_Deselect Cmd Response
A:R:;rsge Response: 01 - Resp OK

A_Transfer -

m

Figure 45 A_Deselect command

6.1.2 Performing Basic operation in 1ISO14443A standard

Figure 46 shows steps in performing basic command in ISO14443A from wake up to Halt through “Start
Send multiple cmd” button. The steps are described as follows.

1. SelectISO14443A Tap

2. Click “Setup” to initialize reader to received ISO14443A frame

3. Define transaction speed. For 1ISO14443A, speed must be start from 106kbps for both TX and RX.
4. Click “Set” to configure transaction speed
5

Select command to be run by checking box in front of the command. In this example, A_WakeUp,
A_Anticoll, A_Select and A_Halt are selected.

5.1 Select Cascade Level in A_Anticoll command to Default value and ensure that “Save UID” box is
checked.

5.2 Select Cascade Level in A_Select command to Default value and ensure that “Load Saved ID” box
is checked

6. Click “Start Send Multi Cmd” button to run all selected command in defined order. Ensure that
1ISO14443A card is placed in vicinity of reader.

7. If noerror occurs, transaction results of each step are shown.
8. Results from running each command are shown in associated response box.

Note that if user requires running command not in provided order; please use “Raw data input and
output” section as described in 4.3.10.
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[ Reader Corfiguiation | 15015633 | 150144424 [150144438]

6
P Start Send Multi Cmd I I

Send

T

Config Reader

A_Wakelp
A_AntiColl
A_Select

|

m

A_PPS
A_Deselect
——nMifare Command—|
A_LoadKey
A_Authentication
A_ReadBlock

A_White Block
A_WhiteValueBlock
A_White Sector TrailerBlos
A_Increment

=

2 peed T BX for Beadar
6 [106 KBits/s | X [105 KBis/s ~|)ser
Setup
T X =
= Enable Once Check 1S014443A Standard Command
List Cmd A_HaltCommand
(51 —StandsCommand—  ~| A HakCrd
A Bequest r =

A_Hat Cmd Response

A_Decrement
A_Restore
A_Transfer

OO0000EOOODEDODEEYEREEEND

Response> 01 - Resp OK

General Reader Command Cnd For Nate |-
TX1 Send
l Reset ASIC ( 5IC9310) ]
e
[ owre [ omRr | 5E
R Power Level 4 .
=
s =n L
Send ™7
< Clear
Cmd 8
™ o o
RX pat4 o TX10
TX11 Send
2 5
Communication Logs  []  Show Raw Pck O = | o
Tx00_58> OALL
Rx00_58> 0A1l 01 04 00 @
complete Communicate!
Tx00_59> 0A12 00 00
RX00_59> 0A12 Ol A2 58 48 56
complete Communicate!
Tx00_5A> 0AL3 00 A2 5B 48 56
Rx00_5A> 0A13 01 08
complete Communicate! A TEAE g \
._AntiColl Comman
Tx00_5B> OAl4 =
Rx00_5B> 0Al4 01 ArtisclCmd

Complete Communicate!

AntiColl

T
List Cmd
[] —Standard Command—
[T A_Request
A_Wakelp
J

= A naTe
/ = A_Select Command
> A—RStand:lrd Command-— - A Selact Cd
\_Reque:
A_WakeUp Cascade Level  |Defaubvale  +
A_AntiColl uiD

T

A_Halt

A_Des

AWt
AWt
AWt

OOO@EEOEEDDEEEOEREEEE

A_RATS
A_PPS

——Mare Command—
A_LoadKey
A_Authentication
A_ReadBlock

@)

m

elect

.

Cascade Level | efaut value '\
CollMaskVal

_Anticoll Cmd Response

eBlock
eValueBlock
eSector TrailerBlock

A_ncrement A_Select Cmd Response
A_Decrement
A Restore Response> 01 - Resp OK
- SAK> 08 - UID Complete Mot compliant Lv4
A_Transfer

NG

Responss> 01 - Resp OK
1IN 1CRRAFCTY

Figure 46 Running multiple commands in 1ISO14443A

If commands to be transmitted are not provided in command list such as command for smart card, user can
use A_TransparentWithCRC and A_TransparentWithoutCRC to directly transmit hexadecimal code to air. User may
have to select preferred timeout period for no response, if some smartcard take long time in processing before
response. The A_TransparentWithCRC and A_TransparentWithoutCRC GUI is shown in Figure 47.

List Cmd

A_TransparentWithCRC Command

A_LoadKey
A_Authertication
A_ReadBlock
A_WriteBlock
A_WriteValueBlock
A_Write SectorTrailerBlock
A_Increment
A_Decrement

A_Restore

A_Transfer

—Mifare Combo Command—

A_Reqg_Arti_LoadKey_Authent
A_Req_Anti_LoadKey_Authent_
A_Req_Anti_LoadKey_Authent_

A_Increment_Transfer
A_Decrement_Transfer
A_Restore_Transfer

A_TransparertWithCRC Cmd

Timeout
TxRF

A_TransparentWithCRC Cmd Response

OonOoooOEEoooEEEEEEmE

c il o
S e T )

A_Transparent WithCRC J:

A_TransparentWithout CRC

Figure 47 A_TransparentWithCRC and A_TransparentWithoutCRC for ISO14443A
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6.1.3 MIFARE

MIFARE is encryption applications based on 1SO14443A and operate on transaction speed of 106kbps.
Before performing MIFARE command, a card must be prior selected in active state. The MIFARE commands Pi-931
can support are shown in Figure 48. There are basic MIFARE commands and MIFARE combo commands. The basic
command are single operation commands as stated in MIFARE datasheet while combo commands are consecutive
specific-operation commands from REQA to specific command in MIFARE such as read and write. The combo
commands ease user to shorten reader operating time, development time and complexity of coding in user
application.

List Crnd
Wi Comeri— AN
[ A_LoadKey

[T] A_Authertication

[] A_ReadBlock

[] A_WriteBlock

[T] A_WriteValueBlock

[T] A_Wirite Sector TrailerBlock

[ A_Increment

[] A_Decrement

[] A_Restore

[T] A_Transfer

[] —Mifare Combo Command—

[T] A_Req_Arti_LoadKey_Authert

[] A_Req_Arti_LoadKey_Authent_
[] A_Req_Arti_LoadKey_Authent_
[] A_Increment_Transfer

[] A_Decrement_Transfer

[7] A_Restore_Transfer

I_I SPUL;‘;E“J PU11“11U1Td

[] A_Transparent\WithCRC -

m

Figure 48 Available commands related to MIFARE in Pi-931
Relation between Pi-931 commands in MIFARE state transition diagram are shown in Figure 49 and Figure
50.

Transaction

v v v !

| Request Standard | | Request All

List Cmd

Typical Transaction = rr— 2

Identification and Selection 'L " > %‘l at'
Procedure v SEY: ;Bllckm

Anticollision Loop _neadblon

3 ms without collision Get Serial Numb ] A_WriteBlock
£ senal Mumber ] A_WiiteValusBlock

+ 1 ms for each collision ] A_WiiteSectorTrailerBlock
- [ A_lncrement
[] A_Decrement
| Select Card | :I A Restore
| 7] A_Transfer

r

L List Cmd
Authentication Procedure 3 Pass Authentication ] :
2ms sector specific J ] ——Mifare Command— ~

<

] A_LoadKey
A_Authentication

- £ 7] A_ReadBlock
Memory Operations l l v v % A VimeBock
25ms read block Decre-| | Incre- Re- Tinr
Read Write Halt [¥] A_WriteValueBlock
6.0ms  write block Block | | Block ment ment store A_Write Sector TrailerBlock

2.5 ms dec/increment ‘ * ‘ * :_I[?crementrrt
4.5ms transfer [¥] A_Decreme
Transfer [¥] A_Restore

) EATeder

\

Figure 49 MIFARE Standard commands
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List Cmd A_Req_Anti_LoadKey_Authent Command List Crd A_Increment_Transfer Command
[] A_LoadKey S 1 . ] A_LoadKey - Al i Transier Cmd
[ A-Ashertcation A,::uﬂ;,madwmhem Cmd POR Transaction ] A Adternition Increment_Transfer
[] A_ReadBlock il [ A_ReadBlock Block Num 1
] A_WiteBock CollMaskVal ] A WhiteBlock © Increment value (MSB)
] A_WiiteVaueBlock clflese . ! e ot A
[C] A_WiteSectorTralerBiock Select Key KeyA = 3 i 3 13 ‘ 7] A WrteSector TraierBlock ® Increment value (Dec) 100
] A_Increment h h ¥ 7] A Incremert
[£] A_Decremert = FFFFFFFFFFF (5] A_Decremert TrareferBock 2
[ ARestore Block Num il Request Standard Request All T A_Restore
[C] A_Transfer A_Transfer
] —Mtare Combo Command— % ifare Combo Command—
(@] A_Req_Ai_LoadKey_Asthent | * ,‘ ] A_Fieq_Anti_LoadKey_Authent
] A_Rea_Ami_LoadKey_Adhert | _ 7] A_Req_fnti_LoadKey_Authent,|_
[C] A_Rea_Anti_LoadKey_Authent | 7] A_Req_fnii_LoadKey_Authert._|
[F] A_Incremeni_Transier W T
% ADecrement_Transfer . ] A_Decremen_Transfer
A_Restors_Transfer . - -
[} A Rea Anti LoadKev Authent Crmd Resoonse ’f‘-\nt“g "_'5:%1 fogp 7] A_Restore_Trensfer A_ncrement_Transfer Cmd Response
ae Erial Numoper
List Cmd A_Req_Anii_LoadKey_Authent_Read i A Restors. Transfer Command
] A_LoadKey P . ¥ ,
[ A_Autherticaiion == [ A Loadiey +| A_Restore_Transfer Cd
- Req Mode - [C] A_Authertication
[7] A_ReadBlock Request Cmd - "l ) A Readlodk Blodk Num 7
] A_WiteBlock - =
7] A_WiteValueBlock Collizska %i{mee‘ﬂfkm . TransferBock 2|
v A - \_WriteValueBloc!
% :":E'“::ZSWTB‘IE'B‘WI( Y select Cafd [F] A WiteSector TraierBiock
[F] A Decremert Key FFFFFFFFFFFF [ AIncremert
] A_Restors Block Num 1 [£] A_Decrement
] A_Transfer % i_ﬁeil;re
~Mfare Combo Command— » \_Transfer
% A_Req_Anii_LoadKey_Authent » [ ~Mifare Comba Command—
[G[ A_Req_Ai_LoadKey_Authert I R [[] A Req_Anii_LoadKey_Athert
] A_Rea_Anti_LoadKey_Authent |~ ] A_Req_Ant_LoadKey_Ahert. |
[C] A_Increment_Transfer 2 Pass Buthenfication [C] A_Req_Arti_LoadKey_Authert |
7] A_Decremert_Transf [ A_bncrement_Transfer
\_Decremert_Transfer 8 | B
] ARestore_Transer Y — seclor specific %,e T
B AResiore_Transier | A_Restore_Transfer Crmd Response
List Cmd A_Req_Anii_LoadKey_Authent_Write
% e 2 | L e R e > Lst Cnd A_Decrement_Transfer Command
[C] A_ReadBiock Fea Hode l l + ‘ ‘ h 4 % e on | A Decrament_Transfer Cmd 6
(L] A WiteBlock CollVaskval 7] A ReadBlock Blockc Num !
[C] A_WriteValueBlock Decre Incre: e- ] AVieBock -
v A - 3 \_WiteBloc ©) Decrement value (MSE)
% AiteSeclorTaierHock Select Koy [eya -] Read ¥ rite ment ment store Hait ] A WirtsVaiusBlock
1 A Dot Key FRFFFFFFFFFF Block lock % :ﬁ;,me&mrm.\ermw @ Decrement value (Dec) 100
T \_Increment
] A Retore Biock Hum ! [ A Decrement TrnderBioce 2
(] ATransfer Block Data [F] A_Rest
(] —Wifare Comba Command-— \_Restore
[E] A_Req_Arii_LoadKey_Authent 00000000000000000000000000000000 [C] A_Transfer
Req A L - [] —Miare Comba Command—
] A_Req_Anti_LoadKey_Authent | _ Transfer
] A fieq il Loadey_juiber I 4 6 L A e tri toadker futhert
] A_lncrement_Transfer - [[] A_Req_Arii_LoadKey_Authert | _
[C] A_Decrement_Transfer [C] A_Rea_Arti_LoadKey_Authert |
] A-Restore. Trandfer [C] A_increment_Transer
C] A Rlestors_Transfer A_Req_Anii_LoadKey_futhent_Wiite Cmd | A Decremeni_Transrer

I7 A Restors_Transfer A_Decrement_Transfer Cmd Resporse

Figure 50 MIFARE Combo commands
6.1.3.1 A_LoadKey

The A_LoadKey command GUI is shown Figure 51. This command requires a 48-bit hexadecimal key
matched the key in memory sector on card being authenticated. The supplied key is loaded into key buffer in reader
IC to be used authentication.

List Cmd A_LoadKey Command
[] —Standard Command-— - A_Loadkey Cmd

AR st
A WakeLp Key FFFFFFFFFFFF

_AntiColl

=
t
@
b

=}

A_Halt

A_RATS

A_PPS

A_Deselect

——Mifare Command—
A_LoadKey
A_Authentication
A_ReadBlock
A_WriteBlock
A_WriteValueBlock

A_Write SectorTrailerBlock

m

o e o = =

A_lncrement A_Loadkey Cmd Response
A_Decrement "

A Restors IResponse, 01 - Resp OK
A_Transfer 2

Figure 51 A_LoadKey commands

6.1.3.2 A_Authentication

The A_Authentication command GUI is shown Figure 52. Parameter as follows shall be specified.

Select Key : Key A or Key B on card used in authentication
Block Num : The block address to be accessed
uiD : Unique ID of card to be accessed

This operation shall be performed after executing A_LoadKey. For typical 1k-byte MIFARE card, every four
blocks is governed by keys (A and B) of each sector. For example, block 4, 5, 6 and 7 rely on the same key stored in
block. If block 4 was authenticated, block 5, 6 and 7 can also be accessed with re-authentication. If authentication is
successful, reader will return successful code “0x01”as shown in Figure 52.
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List Cmd A_Authentication Command

—S5tandard Command— A_Authentication Cmd
A_Request
A_WakeUp Select Key Keysn -

A_AntiColl Block Num 5
A_Select
A_Hatt uip 92094856

A_RATS

A_PPS
A_Deselect

——Mifare Command—
A_LoadKey

A_ReadBlock

A_WriteBlock

A_WriteValueBlock

A_WriteSector TrailerBlock

Alnerement A_Authentication Cmd Response
A_Decrement -
A_Restore Response: 01 - Resp OK

A_Transfer -

»

m

OEEEEEEEEEEOOEEEREEE

Figure 52 A_Authentication commands
6.1.3.3 A_ReadBlock

The A_ReadBlock command GUI, shown Figure 53, is to read data from target block address. Therefore, the
target block address to be read is a required parameter. User should read data with in authenticated sector. Else,
the card will response error and accessing process must be restart from A_Request command. This operation shall
be performed after successful authentication.

Software automatically reports characteristic of received data whether it is data block, value block or Sector
Trailer Block. Reading result from plain data block, value block and sector trailer block are shown in Figure 53A,
Figure 53B and Figure 53C respectively.

List Cmd A_ReadBlock Command List Cmd A_ReadBlock Command
[C] —Standard Command— - A ReadBlock Cmd [] —Standard Command— & A_ReadBlock Cmd
(] A_Request F - (] A_Request
[7] A_WakeUp Block Num 5 7] A_WakeUp Block Num 6
[¥] A_AntiColl [¥] A_AntiColl
[V] A_Select A_ReadBlock Cmd Response [V] A_Select A_ReadBlock Cmd Response
[C] A_Hatt Original Detail for Sector Trailer [C] A_Halt Original Detail for Sector Trailer
[C] A_RATS L [C] A_RATS L
] &_FP5 5 Response= 01 - Resp OK =1 A PPS 35 Response= 01 - Resp OK
= A Deselect BlockData= 00000000000000000000 = A_D I BlockData» &40000009BFFFFFFG&400
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[¥] A_LoadKey [7] A_LoadKey DatavalueMsb - 00000064
[¥] A_Authentication [¥] A_Authentication DatavalueDec = 100
| A_ReadBlock | 7| A_ReadBlock B
[C] A_WriteBlock ] A_WriteBlock
A) Data Block B) Value Block
List Cmd A_ReadBlock Command List Cmd A_ReadBlock Command
[] —Standard Command— o A_ReadBlock Cmd ; A_RATS o A_ReadBlock Cmd
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L A_Liese SectorTrailer Block | A_WriteValueBlocl sectorTrailer Block
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(7] A_WriteBlock rite : Use key Wl Use Main Key A
é = _e oc Read : Use key A =A_T|ansfer Not Lock Access Condition
é A_WriteValueBlock Using KEYSEC A (] —Mifare Combo Command— Not Lock both KEYSEC A & B
[C] A_WriteSectorTrailerBlock '-\'I"I'EE i oUse key A ] A_Req_Anti_LoadKey_Authent Readable KEYSEC B =
= R H t F — - 5
[T A_Increment UST:S KEYSEgano access or [T A_Req_Anti_LoadKey_Authert_— Mode ©
[] A_Decrement write : Use key A (] A_Req_Anti_LoadKey_Authent_ Using Dataglock O, When Authe
[ A_Restore Read @ Use key A = [™] A_Increment_Transfer W"'l'gag]le
- T = N n R
[] A_Transfer Using Dataelock 0 Mode 0 (] A_Decrement_Transfer - I:Srgas:b'le
write D Use key B , A Decrease,Transfer ,Restore &
Read D Use key B , A Using DataBlock 0, when Authe
Increase : Use key B , A writable
Decrease,Transfer ,Restore : Readable
R Increasable in
Using Dataelock 1 Mode O Decrease,Transfer ,Restore &
write D Use key B , A
Read D Use key B , A Mode O
Increase : Use key B , A Using DataBlock 1, when Authe
Decrease,Transfer ,Restore : writable
Readable
C) Sector Trailer block D) Sector Trailer Block with control block unchecked

Figure 53 A_ReadBlock commands
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The A_WriteBlock command GUI, shown Figure 54, is to write data to target block address. Parameters as

follows shall be specified.

Block Num : The target block address to be written

Block Data : 16-byte data coded in hexadecimal format

This operation shall be performed after successful authentication.

List Cmd

A_WriteBlock Command

[] —Standard Command—
] A_Request
A WakelUp

A_Deselect

———NMifare Command—
A_loadKey
A_Authentication
A_ReadBlock
A_WiteBlock
A_WriteValueBlock
A_Write SectorTrailerBlock
A_Increment
A_Decrement

A_Restore

D0OO000NEEEROOEOO=E

it A_Write Block Cmd
Block Num 5
Block Data

1234567830ABCDEF1234567850ABCDEF

m

A_WriteBlock Cmd Response
|Resp0nse> 01 - Resp OK

Figure 54 A_WriteBlock commands

6.1.3.5 A_WriteValueBlock

The A_WriteValueBlock command GUI, shown Figure 55, is to write value to target block address.

Parameters as follows shall be specified.
Address value

Value

: a 1-byte data storing in value block for indicating address of back up block

: a 4-byte data coded in 2’s complement format

In this demonstration software, user can either input amount of value in hexadecimal or

decimal number. To input value in hexadecimal, use box “Data Value (MSB)”.

To input

value in decimal, input data in box “Data Value (Dec)”. For hexadecimal, value of
0x00000000 to Ox7FFFFFFF is positive number from 0 to 2,147,483,647 while value of
0x80000000 to OxFFFFFFFF is negative number from -2,147,483,648 to -1. For decimal
number, data shall be within -2,147,483,648 to 2,147,483,647.

Block Num

: The target block address to be written.

This operation shall be performed after successful authentication.

Note that value and address value is redundantly stored in 16-byte blocks as depicted in Figure 56.

A_WiiteValueBlock
A_WriteSectorTrailerBlock
A_Increment
A_Decrement

A_WriteValueBlock Cmd Response

List Cmd A_WriteValueBlock Command
[[] —Standard Command—  « | 4 wric\iaiueBlock Cmd
] A_Request Address
A_WakeUp &
A_AntiColl (©) Data Value (MSE
A_Select ] $=5)
[[] A_Hatt @ Data Value (Dec) 100
A_RATS
E A_PPS e Convert To Block Data
[] A_Deselect Block Num 6
———NMifare Command—
E A_LoadKey Block Data
[7] A_Authertication 6400000038 FFFFFFE400000006F306F9
[¥] A_ReadBlock
[¥] A_WriteBlock
O
O
O
O
O

A_Restore

|Resp0nse> 01 - Resp OK

Figure 55 A_WriteValueBlock commands
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Value Blocks
Bytet| 0 | 1 | 2 | 3 | a | s | 6] 7| 8 | 9o | 0] 11| 12| 13] 1] 15|
Description Value _Value Value Adr _Adr Adr _Adr
Note _Value is inversion of Value Note _Adr is inversion of Adr

Figure 56 Structure of value block
6.1.3.6 A_WriteSectorTrailerBlock

The sector trailer located in last block of each sector contains secret key A and key B, which return logical
“0” when read, and the access condition for the four blocks of each sector. The structure of the sector trailer block
and access bit organization are shown in Figure 57. The accessibility of each block is controlled by three control bits
namely Clx, C2x and C3x. The access condition is redundantly stored with its inversion to secure data protection.
There are different meanings about accessibility for the sector trailer block and data blocks as shown in Figure 58
and Figure 62. Note that byte 9 in the sector trailer block is unused area.

Sector Trailer Blocks

Byte# | o | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 | 11 | 12| 13| 14 | 15
Key A | Access Bits | Key B

Access Bits |
Bit # 7 3 2 1 0
Byte6 | _C23 _C13 Note _Cxx is inversion of Cxx
Byte7 | C13 | €12
Byte8 | C33 C32 C22
Byte 9
Access bit

Clx | C2x | C3x Description
BlockO Data block 0 in the sector
Blockl Data block 1 in the sector
Block2 C12 | C22 | C32 | Data block 2 in the sector
Block3 C13 | C23 | C33 | Data block 3 in the sector

Figure 57 Structure of the sector trailer block

Access bits Access condition for Application
Cl1 C2 C3 read write increment decrement,

transfer,

restore
0 0 0 key A|B[ll key A|B1 key A|B1 key A|B1 transport

configuration

0 1 0 key A|BLI never never never read/write block
1 0 0 key A|BLI key B1 never never read/write block
1 1 0 key A|BL key B' key B! key A|B' value block
0 0 1 key A|BII never never key A|B! value block
0 1 1 key Bl key B! never never read/write block
1 0 1 key BL1 never never never read/write block
1 1 1 never never never never read/write block
Access bits Access condition for Application

[1] if Key B may be read in the corresponding Sector Trailer it cannot serve for authentication (all grey marked
lines in previous table). Consequences: If the reader tries to authenticate any block of a sector with key B
using grey marked access conditions, the card will refuse any subsequent memory access after
authentication.

Figure 58 Access conditions for data blocks
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Access bits Access condition for
KEYA Access bits KEYB
C1 C2 C3 read write read write read write
0 0 never key A key A never keyA key A
1 0 never never key A never keyA never
1 0 0 never key B key never never key B
AlB
1 1 0 never never key never never never
AlB
0 0 1 never key A key A key A key A key A
0 1 1 never key B key key B never key B
AlB
1 0 1 never never key key B never never
AlB
1 1 1 never never key never never never
AlB

Remark

Key B may be read
Key B may be read

Key B may be read,
transport configuration

Remark: the grey marked lines are access conditions where key B is readable and may

be used for data.

Figure 59 Access conditions for the sector trailer

The GUI for A_WriteSectorTrailerBlock is shown in Figure 60. Parameters as follows shall are required.

Key A
Key B

Access Condition :

Block Num

: A 6-bytes secret key
: A 6-bytes secret key

selectable which a decimal result of bit “C1x-C2x-C3x”

: Target block to be written

The access condition for Sector Trailer, BlockO, Block1 and Block2 the number of 0to 7 is

To ease beginner to understand the meaning of each access condition mode, the demonstration software

summarizes accessibility of read and write of each block.

unchecked to display compatibility of each command.

Before write the sector trailer, user must be aware the effect of written configuration
configuration may be irreversible. Hence, the card is permanently locked in such mode.

List Cmd

APPS
A_Deselect

——HMifare Command—
A_LoadKey

A_futhertication

A_ReadBlock

A_WrteBlock
A_WriteValueBlock

| A WiteSectorTrailerlock |
A_lncrement

A_Decrement

A_Restore

A_Transfer

—Mifare Combo Command—
A_Req_Anti_LoadKey_Authert
A_Req_pnti_LoadKey_futhert_
A_Req_Anti_LoadKey_Authert_
A_Increment_Transfer
A_Decrement_Transfer
A_Restore_Transfer

10
i

I

write command.

A_Write Sector TrailerBlock Cmd

A_WriteSectorTrailerBlock Command

Key A
Key B

Access Condition
For Sector Trailer (DataBlock3)

FFFFFFFFFFFF
FFFFFFFFFFFF

For DataBlock 0

L)
For DataBlock 1 ]
.
For DataBlock 2 2
3
Detail [] Onginal [ e 74
Mode H

1
using pDataBlock 0, whers
Not writable -
Readable
Not Increasable L
pecrease,Transfer ,Restore =
Using DataBlock 0, when Autt
Not writable
Readable
Not Increasable
Decrease, Transfer Restore 7|
< m v

Y

c TeBleakR

Block MNum | 7 I <= Target Block

Block Data

Original is not checked [ Criginal

llsing Access Condition Mode 7
Use Hain Key B and Auxiliary Key &
Lock Access Condition
Lock both KEVSEC & & B
Hot Readable KEYSEC B

Also, the check block “Original” can be optionally

because some

Original is checked

Using Aiccess Condition Hode

Urite Can not access
Read Use key &
Using KEYSEC A

Urite : Use key &

Mode 7
Using
Not.
Not
Not.
Not
Using
Not.

DataBlock 0.
Writable
Readable
Increasable
Decrease, Transfer, Restore able |
DataBlock 0, When Authen ey B
Writable

Readable

Increasable

Decrease. Transfer, Restore able

Vhen Authen Key &

Hot
Hot
Hot

Hode 0
Using DataBlock 1,
Writable
Readable
Increasable
Decreass, Transfer, Restore able
Using DataBlock 1, When Authen Key B
Writable
Readable
Increasabls
Decrease, Transier, Restore able

Vhen Authen Key &

Hode 0
Using DataBlock 2.,
Writable
Readable
Increasable
Decreass, Transfer, Restore able
Using DataBlock 2, When Authen Key B
Writable
Readable
Increasabls
Decrease, Transier, Restore able

Vhen Authen Key &

Read : Can not access or
Using KEYSEC E

Urite : Use key &

Read . Can not access or

Criginal

Force zero

Force zero

Using DataBlock 0 Mode 7
Urite Can not access
Read Can not access
Increase : Can not access
Decreass, Transfer, Restore

Using DataBlock 1 Mode 0

Trite Use key B , &
—»  Read Use key B . &
Increase : Use key B . 4

Decreass, Transfer, Restore

Using DataBlock 2 Mode 0

Trite Use key B . &
Read Use key B . &
Increase . Use key B, &
Decreasze Transfer Restore

Can not access

Use key B , &

U=ze key B A

Figure 60 A_WriteSectorTrailerBlock commands
Note that the demonstration software formats sector trailer from data in GUI and sent to reader by normal
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6.1.3.7 A_Increment

The A_Increment command GUI is shown Figure 61A. Incremental value shall be specified either in
hexadecimal or decimal value. Figure 61B shows example of incremental result of 200 from 100 as in Figure 55.
Increment which will result in amount of final value beyond Ox7FFFFFFF (2,147,483,647) is inhibited and cause error
in operation. Note that result from increment is stored in card buffer. User must store to target address by using
command A_Transfer. This operation shall be performed after successful authentication.

List Cmd A_Increment Command List Cmd A_ReadBlock Command
[C] —Standard Command— - A_Increment Cmd [[] —Standard Command— gl et o B
(] A_Request A_Request -
[¥] A_Wakelp Block Num & [@] A_Wakelp Block Mum 6
(V] A_ArtiColl ©) Increment value (MSE) [/] A_ArtiColl
é A_Select . ] A_Select A_ReadBlock Cmd Response
= A_Hal ) (EmnmiE e (229) Gl (e A_Hatt Original Detail for Sector Trailer
A_RATS | ] A_RATS 1
= A_PPS 5 [C] A_FPS S Responsex 01 - Resp OK
: A_Deselect ; A_Deselect E_l?ELéDS%g.zk2C010000D3FEFFFF2C01
[] ——Mjfare Command—— [] ——Mifare Command— Address - 06
(V] A_LoadKey (V] A_LoadKey DatavaluaMsb - DUEDDlzC
[¥7] A_Muthertication ] A_Authertication DatavalueDec = 300
(] A FeodBlock N S—
[T] A_WriteBlock [C] A_WiriteBlock
[T] A_WriteValueBlock (] A_WrniteValueBlock
[] A_Write SectorTrailerBlock e i_‘ln‘\l'nteSegorTlallerBlock
_Increme
O A_lncrement Cmd Response 71 A Decrement
[~ A_Decrement ] A
[ A_Restore Response> 01 - Resp OK (] A_Restore
- ] A_Transfer -
(] A_Transfer - L
A) A_Increment command GUI B) Incremental result

Figure 61 A_Increment commands
6.1.3.8 A Decrement

The A Decrement command GUI is shown Figure 62A. Decreasing value shall be specified either in
hexadecimal or decimal value. Figure 62B shows example of decrement of 100 from 300 as in Figure 61. Decrement
which will result in amount of final value below 0x80000000 (-2,147,483,648) is inhibited and cause error in
operation. Note that result from increment is stored in card buffer. User must store to target address by using
command A_Transfer. This operation shall be performed after successful authentication.

List Cmd A_Decrement Command List Cmd A_ReadBlock Command
|;| ——Standard Command— ~ A_Decrement Cmd [] —Standard Command— - A _ReadBlock Cmd
(] A_Request (] A_Request
[] A_WakeUp Block Num & 7] A WakeUp Block Num 6
[] A_AntiColl () Decremert value (MSB) [¥] A_ArtiColl
(V] A_Select _ [¥] A_Select A_ReadBlock Cmd Response
T & Halt @ Decrement value {Dec) 100 1 A Halt - - ) ;
[ A A 7
CATRATS i o A RATS ) Original Detail for Sector Trailer
] &_PP5 5 =1 A PPS 5 Response> 01 - Resp OK
= = A | BlockData> C800000037FFFFFFCE00
[T A_Desx.eled IC] A_Deselect 'value Block
(] ——Mifare Command— [7] ——Mifare Command— Address - 06
(V] A_LoadKey [7] A_LoadKey DatavalueMsb - 000000CS
[¥] A_Authertication [¥] A_Authertication patavalusbec = 200
[¥] A_ReadBlock ¥l 4_ReadBlock
[T] A_WriteBlock [] A_WriteBlock
[C] A_WriteValueBlock [ A_WriteValueBlock
(] A_Write SectorTrailerBlock [] A_WriteSectorTrailerBlock
[C] A_lncrement ] A_lncrement
L A_Decrement Cmd Response L
Bl A Decremert | 7] A_Decremet
] A_Restors Response: 01 - Resp OK ] A Restore
(V] A_Transfer - A_Transfer -
A) A Decrement command GUI B) Decrement result

Figure 62 A Decrement commands
6.1.3.9 A_Restore
The A_Restore command GUI is shown Figure 63. Parameter for this command is block address in which
content will be loaded into card buffer. This operation shall be performed after successful authentication.
6.1.3.10 A_Transfer
The A_Transfer command GUI is shown Figure 64. Parameter for this command is target block address
where active content in card buffer will be written. Once content in card buffer is used, the content can not used

again. Transferring inactive content causes error response. Figure 64 shows data transfer to block 5. This operation
shall be performed after successful authentication.
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List Cmd A_Restore Command
[] —Standard Command— - A_Restore Cmd

] A_Request
A WakeUp Block Mum &
A_AntiColl

A_Select

A_Halt

A_RATS

A_PPS

A_Deselect

——Mifare Command—
A_LoadKey
A_Authentication
A_ReadBlock
A_WriteBlock
A_WriteValueBlock
A_Write SectorTrailerBlock

A_Increment A_Restore Cmd Response
A_Decrement

Rsporse> 1 - O

V| A_Transfer -

m

EFOEOOODOEEROOEEED

Figure 63 A_Restore commands

List Cmd A_Transfer Command List Cmd A_ReadBlock Command
E AT | A_Transfer Cmd L] —SendariConmand—  « | A ReadBlock Cnd

| - | A_Reque:
[[] A_Deselect Block Num 5 @] A_Wakelp Block Num 5
[[] ——Mifare Command-—— [¥] A_AntiColl
[ A_LoadKey [V] A_Select A_ReadBlock Cmd Response
[T A_Authertication [C] A_Hatt Original Detail for Sector Trailer
[] A_ReadBlock [T A_RATS L
] A_White Block [C] A_FPS 35 Responsex 01 - Resp OK
= = = ElockDat CB00000037FFFFFFCB00
[ A_WriteValueBlock [] A_Deselect \a‘a?ﬁe Sﬁ-‘ék
[ A_WriteSectorTrailerBlock ] ——Mifare Command-— Addr ¢5? oo 06
] A Increment = [¥] A_LoadKey DatavalueWsb - 00000DCS
Bl A:Decrement [¥] A_Authertication DatavalueDec = 200
2 A hecen 14 fesdtoc
A ] A VineBiok
[7] —Mifare Combo Command— ] A_WriteValueBlock
] A Req_Anti_LoadKey_Authent (] A_Write Sector TrailerBlock
1 A_Req_Anti_ g [T] A_lncrement

A_Reg_Anti_Load Authent_— =
f A:R:g:m::m:dg:mh:m: A_Transfer Cmd Response (7] A_Decrement
[7] A_Increment_Transfer Response 01 - Resp OK] [C] A_Restore
[] A_Decrement_Transfer - [¥] A_Transfer 2
A) A_Transfer command GUI B) Transfer result

Figure 64 A_Transfer commands

6.1.3.11 A_Req_Anti_LoadKey_Authent

The A_Req_Anti_LoadKey_Authent is a combo command performing 1SO14443A from card power-on to
authentication as listed below.

1. A_Request or A_Wake_up
2. A_Anticoll

3. A_Select

4. A_Loadkey
5. A_Authent

This command requires parameters as follows before operating.

Req Mode : Select Request or Wakeup command used to probe card in field
CollMaskVal : Select CollMaskVal to select card as explain in A_Anticoll command
Select Key : Select Key A or Key B on card used in authentication

Key : 48-bit key

Block Num : The block address to be accessed

If operation is successful, reader will return UID and card will be ready to use MIFARE commands such as
write, read, restore and transfer. Figure 65A shows successful authentication while Figure 65B shows error from
authentication. Notice that error code in Figure 65B is “05”. This reflects to state that error occurs. The error state is
authentication.
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List Cmd

A_LoadKey -
(] A_Authertication

A_ReadBlock

A_WriteBlock

A_WriteValueBlock

A_Write SectorTrailerBlock
A_Increment

A_Decrement

A_Restore

A_Transfer

—Mjifare Combo Command—
A_Req_Anti_LoadKey_Authent_| _
A_Req_Anti_LoadKey_Authert |~
A_Increment_Transfer
A_Decrement_Transfer
A_Restore_Transfer
—Special Command—
A_Transparent WithCRC
A_Transparent Without CRC -

OEEEEEEEOEEEEEEEE R E]

RD-220
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A_Req_Anti_LoadKey_~Authent Command

A_Req_Anti_LoadKey_Authent Cmd

CollMaskVal
Select Key
Key FFFFFFFFFFFF|
Block Mum 6

A_Req_Anti_LoadKey_Authent Cmd Response

Responge> 01 - Resp OK
UID> 52094856

A) Authentication with correct key

Figure 65 A_Req_Anti_LoadKey_Authent commands

List Cmd

A_loadKey -
A_Authertication

A_ReadBlock

A_WriteBlock
A_WriteValueBlock
A_WriteSectorTrailerBlock
A_Increment

A_Decremert

A_Restore

A_Transfer

—Mjifare Combo Command—
A_Req_Anti_LoadKey_Authent_
A_Req_Anti_LoadKey_Authent_
A_Increment_Transfer
A_Decrement_Transfer
A_Restore_Transfer

—Special Command—
A_Transparent WithCRC
A_Transparent Without CRC -

OEEEEEEEOEEEEEEEE R EE

A_Req_Anti_LoadKey_Authent Command

A_Reg_Anti_LoadKey_Authent Cmd

CollMaskVal
Select Key KeyA =
Key 000000000000
Block Mum 6

A_Req_Anti_LoadKey_Authent Cmd Response

Response: Al - Resp Er
Emr Data 05

B) Authentication with wrong key

6.1.3.12 A_Req_Anti_LoadKey_Authent_Read

The A_Req_Anti_LoadKey_Authent_Read is a combo command performing 1SO14443A command from
card power-on to read block as listed below.

1. A_Request or A_Wake_up

A_Anticoll

2.

3. A_Select
4. A_Loadkey
5. A_Authent
6.

A_ReadBlock

This command requires parameters as follows before operating.

Req Mode
CollMaskVal
Select Key
Key

Block Num

: The block address to be read

: Select Key A or Key B on card used in authentication

: 48-bit key

Figure 66 shows reading result from block 6 from this combo command.

List Cmd

A_loadKey -
[¥] A_Authentication

A_ReadBlock

A_WriteBlock

A_WriteValueBlock

A_Write SectorTrailerBlock
A_Increment

A_Decremert

A_Restore

A_Transfer

—Mjifare Combo Command—
A_Req_Anti_LoadKey_Authert
A_Req_Anti_LoadKey_Authent_
A_lIncrement_Transfer
A_Decrement_Transfer
A_Restore_Transfer

—Special Command—
A_TransparentWithCRC |
A_Transparent Without CRC -

m

0 o o o oo o = =

A_Req_Anti_LoadKey_Authent Read
A_Req_Anti_LoadKey_Authent_Read Cmd

CollMaskVal
Select Key KeyA  ~
Key FFFFFFFFFFFF
Block Mum 6

A_Req_Anti_LoadKey_Authent_Read Cmd

Response
Original Detail for Sector Trailer

Response> 01 - Resp OK

UID=> 92D394856

Blockpata> CB00000037FFFFFFCS00
'value Block

Address - 06
patavaluaMsb - 000000CS
DatavalueDec = 200

: Select Request or Wakeup command used to probe card in field

: Select CollMaskVal to select card as explain in A_Anticoll command

Figure 66 A_Req_Anti_LoadKey_Authent_Read commands
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6.1.3.13 A_Req_Anti_LoadKey_Authent_Write

A_Req_Anti_LoadKey_Authent_Write is a combo command performing 1SO14443A command from

card power-on to write block as listed below.

1.

2
3
4.
5
6

A_Request or A_Wake_up
A_Anticoll

A_Select

A_Loadkey

A_Authent

A_WriteBlock

This command requires parameters as follows before operating.

Req Mode : Select Request or Wakeup command used to probe card in field
CollMaskVal : Select CollMaskVal to select card as explain in A_Anticoll command
Select Key : Select Key A or Key B on card used in authentication

Key : 48-bit key

Block Num : The block address to be written

Figure 67 shows writing result into block 6 from this combo command.

List Cmd A_Req_Anti_LoadKey_Authent Write
7] A LoadKey *|  A_Req_Anti_LoadKey_Authent_Wite Cmd
[¥] A_Authertication Req Mods

[V] A_ReadBlock a
[] A_WriteBlock

— - CollMaskVal

(] A_WriteValueBlock o

[T A_Wirite Sector TrailerBlock Select Key Key A M

] A_lncrement Key

[ A Decremert FFFFFFFFFFFF

[] A_Restore Block Num 6

] A_Transfer

[] —Mifare Combo Command— Block Data

[ A_Req_Arti_LoadKey_Authert 00000000000000000000000000000000
[] A_Req_Anti_LoadKey_Authent_| _

[ A_Req_Anti_LoadKey_Authent ||

[] A_lncrement_Transfer

[] A_Decrement_Transfer

[ A Restore_Transfer A_Req_Anti_LoadKey_Authert_Wirte Cmd
"] —Special Command— Response

[7] A_Transparent WithCRC

[] A_TransparentWithout CRC -

Response> 01 - Resp OK
UID> 52094856

Figure 67 A_Req_Anti_LoadKey_Authent_Write commands

6.1.3.14 A_Increment_Transfer

The A_Increment_Transfer is a combo command performing MIFARE command as listed below.

1.

A_Increment

2. A_Transfer

This command requires parameters as follows before operating.

Address value  : A 1-byte data storing in value block for indicating address of back up block

Block Num : The block address to perform increment

Value : A 4-byte data coded in 2’s complement format or decimal number between

-2,147,483,648 and 2,147,483,647.
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: Target block address where increasing value will be written

This operation shall be performed after successful authentication. Figure 68 shows incremental result in
block 6 from 100 by 100. Note that increment which will result in amount of final value beyond Ox7FFFFFFF

List Cmd A_Increment_Transfer Command List Cmd A_ReadBlock Command
[7] A_LoadKey [7] A_LoadKey

(7] A_Authentication A_lIncrement_Transfer Cmd (7] A_Authertication A_ReadBlock Cmd

7] A ReadBlock Block Num 6 1| A_ReadBlock Block Num 6

[C] A_WriteBlock ) Increment value (MSE) [T] A_WriteBlock

(] A_WriteValueBlock . [T] A_WriteValueBlock A_ReadBlock Cmd Response

[C] A_WiteSectorTrailerBlock @ Incremert value (Dec) 100 [C] A_Write SectorTrailerBlock Original Detail for Sector Trailer
[C] A_lncrement 6 [T] A_lncrement

] A_Decrement TransferBlock [T] A_Decrement Response> 01 - Resp OK

; #_Restors : #_Restors E_l?ﬁ:;Dg%g&c\-kCEUDUUUUB.'FFFFFFCEUU
(] A_Transfer (] A_Transfer Address - 06

[~| —Mifare Combo Command— [] —Mifare Combo Command— DatavalueMsb - 000000C8
] A_Req_Anti_LoadKey_Authert [ A_Req_Arti_LoadKey_Authert patavaluebec = 200

[C] A_Req_Arti_LoadKey_Authert_| _ [C] A_Req_Arti_LoadKey_Authert | _

[] A_Req_Arti_LoadKey_Authert_| (] A_Req_Arti_LoadKey_Authent |~

Wil A_Increment_Transfer | [ A Increment_Transfer

] A_Decrement_Transfer ("] A_Decrement_Transfer

L A_Resto.re_Tlansfer A_Increment_Transfer Cmd Response = A_Resto.re_Tlansfer

| —Special Command— (] —Special Command—

] A_TransparentWithCRC Response> 01 - Resp OK [ A_TransparentWithCRC 4

[] A_TransparertWithoutCRC - [T] A_TransparentWithoutCRC -

A) Inputin A_Increment_Transfer B) Incremental result

Figure 68 A_Increment_Transfer commands

6.1.3.15 A_Decrement_Transfer
The A_Decrement_Transfer is a combo command performing MIFARE command as listed below.
1. A_Increment
2. A_Transfer
This command requires parameters as follows before operating.
Address value  : A 1-byte data storing in value block for indicating address of back up block
Block Num : The block address to perform decrement
Value : A 4-byte data coded in 2’s complement format or decimal number between
-2,147,483,648 and 2,147,483,647.
Transfer Block  : Target block address where decreasing value will be written

This operation shall be performed after successful authentication. Figure 69 shows decrement result in
block 6 from 200 by 3000. Note that decrement which will result in amount of final value below 0x80000000 (-
2,147,483,648) is inhibited and cause error in operation.

List Cmd A_Decrement_Transfer Command List Cmd A_ReadBlock Command
[¥] A_LoadKey - (V] A_LoadKey - A ReadBlock Cmd

[¥] A_Authertication A_Decrement_Transfer Cmd [¥] A_Authertication S

(9] A_Readlock Book Nom 6 [l A Fesdock | BodcNam 6

[] A_Write Block ) Decrement value (MSB) ; A_WiiteBlock

[C] A_WriteValueBlock . ] A_WriteValueBlock A_ReadBlock Cmd Response

[C] A_Write Sector TrailerBlock @ Decrement value (Dec) 3000 [C] A_Write SectorTrailerBlock Original Detail for Sector Trailer
] A_Increment (] A_lncrement

71 A Decrement TransferBlock 6 ] A_Decrement R$spEnse> 01 - Resp OK
— = BlockData» 10FS5FFFFEFOAO000L10FS
] A_Restore ] A_Restore value Block

[ A_Transfer (] A_Transfer Address - 06

[] —Mifare Combo Command— [] —Mifare Combo Command— Datg\'"g'le_a_'l'lsg[)' FFEFEgégD
7] A_Req_Anti_LoadKey_Authent [C] A_Req_Anti_LoadKey_Authent atavaluebec =

] A_Req_Arti_LoadKey_Authent_ L [C] A_Req_Anti_LoadKey_Authent_ =

] A_Req_Arti_LoadKey_Authent |~ [C] A_Req_Arti_LoadKey_Authent_

[] A_Increment_Transfer (] A_Increment_Transfer

M| A_Decrement_Transfer ("] A_Decrement_Transfer

= A_Resto.re_Tlansfer A_Decrement_Transfer Cmd Response = A_Resto.re_Tlansfer

] —Special Command— (] —Special Command—

[ A_TransparentWithCRC Response> 01 - Resp OK ] A_TransparentWithCRC

[7] A_TransparertWithoutCRC [T] A_TransparertWithoutCRC

A) Inputin A_Decrement_Transfer
Figure 69 A_Decrement_Transfer commands

B)

Decrement result
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6.1.3.16 A_Restore_Transfer
The A_Decrement_Transfer is a combo command performing MIFARE command as listed below.
1. A_Restore
2. A_Transfer
This command requires parameters as follows before operating.
Block Num : The block address in which content will be loaded into card buffer
Transfer Block  : Target block address where active content in card buffer will be written

This operation shall be performed after successful authentication. Figure 70 shows decrement result in
transferring data from block 6 to block 5.

List Cmd A_Restore_Transfer Command List Cmd A_ReadBlock Command
[¥] A_LoadKey - (V] A_LoadKey -
= A_Restore_Transfer Cmd -
[V] A_Authentication -resiar TN : [9] A_Authentication e
V] A_ReadBlock S A ResdBlock | Block hum °
[ A_WniteBlock TransferBlock 5 [C] A_WiriteBlock
[] A_WriteValueBlock [T] A_WriteValueBlock A_ReadBlock Cmd Response
[T A_Wnite Sector TrailerBlock [C] A_WiteSectorTrailerBlock Original Detail for Sector Trailer
(] A_Increment A_Increment
] A_Decrement [7] A_Decrement Response= 01 - Resp OK
il = & BlockData> 10FSFFFFEFOAOOO010FS
] A_Restore [T A_Restore value BElock
[ A_Transfer (] A_Transfer Address - 06
["| —Mifare Combo Command— [] —Mifare Combo Command— DatavalueMsb - FFFFF510
[ A_Req_Anti_LoadKey_Authert 7] A_Req_Anti_LoadKey_Authert patavalusbec = -2800
[C] A_Req_Anti_LoadKey_Authent_| _ [C] A_Req_Anti_LoadKey_Authent | _
[ A_Req_Anti_LoadKey_Authent_ (] A_Req_Anti_LoadKey_Authent |~
[C] A_Increment_Transfer 7] A_lncrement_Transfer
] A_Decrement_Transfer f A_Decrement_Transfer
;‘ A_Hmt_Trmsfer A_Restore_Transfer Cmd Response ; A_Restors_Transfer
[ —Special Command— R T — (] —5pecial Command-—
] A_Transparent\WithCRC esponse= Ul - hesp ] A_TransparentWithCRC
[] A_TransparertWithoutCRC - f A_TransparentWithoutCRC -
A) Inputin A_Restore_Transfer B) Transfer result

Figure 70 A_Restore_Transfer commands

6.1.3.17 A_Req_Anti_Select

The A_Req_Anti_Select is a combo command used in getting UID and selecting 1ISO14443A card from card
power-on to authentication as listed below.

1. A_Request or A_Wake_up

2. A_Anticoll

3. A_Select

This command requires parameters as follows before operating.

Req Mode : Select Request or Wakeup command used to probe card in field

CollMaskVal : Select CollMaskVal to select card as explain in A_Anticoll command

Figure 71 A_Restore_Transfer commands
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6.2 1S014443B
The 1SO014443B commands list of Pi-931 is shown Figure 72.

Start Send Multi Cmd ‘ ‘ Send

Config Reader
Speed TX R for Reader

TX 106 KBits/s = | RX [ 106 KBits/s -] ser

™ o

(& Enable Once Check 150144436 Standard Command
List Cmd Mone Command

Setup

W] -—Standard Command-—— -
] B_Request
] B_Wakelp

] —Special Command—
[ B_TransparentWithCRC
[] B_TransparentWithoutCRC

Figure 72 1S014443B command list

6.2.1 1S014443B standard commands

Figure 73 depicts the relation of the commands with card state transition diagram. Each command shall be
applied at an appropriate state. The commands in this section are B_Request, B_WakeUp, B_ATTRIB, B_Halt and
B_Deselect, B_TransparentWithCRC and B_TransparentWithoutCRC. For more information about the commands,
please refer to 1ISO14443-3 standards and Pi-931 Protocol.

List Cmd List Cmd

List Cmd Power Off List Cmd
[] —Standard Command— - - [[] —Standard Command— -
R ] B_Reques
e g BT
- - or -
[] B_Hakt UFE = [C] B_Hatt
[ B_Deselect >e [[] B_Desslect
[] —Special Command— Y [ —Special Command-—
[ B_TransparentWithCRC % [] B_Transparent WithCRC
[] B_TransparentWithoutCRC --1- -2 [[] B_Transparent WitheutCRC
Option 1 | _3
List Cmd L £ List Cmd
9
[[] —S5tandard Command— - Option 2 % [] ——Standard Command-—— n
[] B_Request v ait Tor Watched) REGB or WUPB | ?',’ [] B_Request
[ B_WakeUp Slot Marker - ] B_WakelUp
B_ATTRIB Ma B B_ATTRIB
D u Slot mMZ?):‘ar 4 :|
[ B_Halt [] B_Hatt
[ B_Deselect [] B_Deselect
["] —Special Command— 2 [] —5Special Command—
[ B_TmnsparentWithCRC [ | N\ [ mmmmmmmmmmemmmsmessmeseeeecheeeepes 3 M| B_TransparentWithCRC
[ B_Transparert\WithoutCRC 3 :| B_TransparentWithoutCRC
=
Else 3
o
z
E]
&

Matched ATTRIB atched HLTB

[] —Standard Command— - [7] ——Standard Command-— -
[] B_Request Send Answer Send Ans [] B_Request
] B_WakeUp JoATTRE LB . 5. vy [C] B_WakeUp

B_ATTRIB 1 [C] B_ATTRIB
% B_Hatt CEse™ [ AcT L | B_Halt
W B Desslect e e TN en) D . SR "] B_Deselect
"] —Special Command— A4 [] —5pecial Command—
7] B_TransparertWithCRC < HALT Hi" 7] B_TransparentWithCRC
[ B_TransparentWithowtCRC WUPB B [] B_TransparentWithoutCRC

Figure 73 1S014443B standard commands available in Pi-931
6.2.1.1 B_Request

The GUI of the B_Request is shown Figure 74. The AFl value and the number of slot are required
parameters. The B_Request command of Pi-931 not only transmits the REQB command following 1S014443B but
also performs anti-collision if the number of slot more than 1 is specify. The first card of which PUPI is completely
received in anti-collision slot is reported. Hence, the slot Marker is already embedded; that correspond command
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for Slot Marker is not provided. However, user can transmits by the slot market via transparent command. The
responses from this command, called ATQB, are PUPI, application data and protocol information. The
demonstration software decomposes the responses to show card properties. A Pseudo-Unique PICC Identifier (PUPI)
is used to differentiate cards during anti-collision. User can check “Save PUPI” check block to collect in software
buffer to use in further operation. The Application data field is used to inform the PCD which applications are
currently installed in the PICC. The Protocol Info field indicates the parameters supported by the card. For more
information, please refer to 1S014443-3.

List Cmd B_Request Command
% r\:I Command— - B_Request Cmd

7] B_Wakelp AFI Value

% g_ﬂ:ﬂl’ﬂlB Num of Slots
[] B_Deselect

[] —Special Command—
[] B_TransparentWithCRC
[] B_TransparentWithoutCRC

B_Request Cmd Response

Response: 01 - Resp OK -
ATQE Response
PUPI= 41D2C5EF
App Data> 11223311
AFl=11
CRC_B=2233
NumOfApp =11
Protocalinfo: F781A3
BitRateCap = F7
Tag Must Use same Bit Rate both T
Tag Tx Bit Rate - 106kbit 212kbit 424
Tag Rx Bit Rate - 106kbit 212bit 424|
MaxFrameSize = Size256bytes
ProtocalType = Tag Compliant level 4 -

m

4 I L3
Figure 74 B_Request Command
6.2.1.2 B_WakeUp

The operation of B_WakeUp is similar to B_Request. Different from B_Request, B_WakeUp can also wake
up card in Halt state. The B_WakeUp GUI is shown in Figure 75.

List Cmd B_WakeUp Command
% ;qStand:trd Command—— - B_WakeUp Cmd

7 Bl.b AFI Value

[V] B_ATTRIB Num of Slots ] -
S L -]
[] B_Deselect

] —Special Command—
[C] B_TransparentWithCRC
[T] B_TransparentWithoutCRC

B_WakeUp Cmd Response

Response: 01 - Resp OK -
ATQE Response
PUPI= BAA185DS
App Data> 11223311
AFl=11
CRC_B=2233
NumCfApp =11
Protocallnfo> F781A3
BitRateCap = F7
Tag Must Use same Bit Rate both T :
Tag Tx Bit Rate - 106kbit 212cbit 424
Tag Rx Bit Rate - 106kbit 212chit 424
MaxFrameSize = Size256bytes
Protocal Type = Tag Compliant level 4 -

m

4 I 2

Figure 75 B_WakeUp Command

Page 45 of 79



SYRIS RD-220

Demonstration Software Manual

6.2.1.3 B_ATTRIB

This command is used to select operating protocol and parameter to use in further operation of smartcard.
This command requires Paraml, Param2, Param3 and Param4 as stated in 1SO14443B. This command shall be
activated next to B_Request or B_WakeUp command. After executing this command, user shall set the transaction
speed match to what card response. For more information about meaning of the parameters, please refer to
1SO14443-3 and -4. The GUI of B_ATTRIB as shown in Figure 76 aids user in composing Param1, Param2, Param3 and
Param4.

List Cmd B_ATTRIB Command
% ﬁStand:trd Command— - E_ATTRIE Cmd
_Reque:
7] B_WakeUp PUPI 8ASEDBSE
[l B_ATTRIB Param
[C] B_Hatt TRO ( Guard Time } Default Ve
[] B_Deselect o &]
] —Special Command— TR ( Synchronization Time ) | pefauft Ve =
[C] B_TransparentWithCRC Disable EOF Disable SOF
[T] B_TransparentWithoutCRC [T] Disable [ Disable
Param2
Speed TX/RXfor Tag

TX 108 KBitss v X [106 KBitss ~|

Max Frame Size 16 -

Param3
PICC compliant with |SO/IEC 144434

Param4

Direct Param1 Param2 Param3 Paramd
O pe @ 00 01 00

Higher layer

B_ATTRIB Cmd Response

Response> 01 - Resp OK -
MELI_CID= 00
Maximum Buffer length = No_Informatior
Card |dentifier = 0 S

Figure 76 B_ATTRIB Command

6.2.1.4 B_Halt

The B_Halt command is used to put card in Halt state. The GUI of B_Halt is shown in Figure 77. The PUPIl is a
required parameter. This command shall be applied after receiving ATQB from B_Request or B_wakeup.

List Cmd B_Halt Command
[] —Standard Command— - B Hatt Cmd

] B_Request _PLTPI

7] B_Wakelp ABCA3163
[C] B_LATTRIE

| B_Halt

[] B_Deselect

[] —Special Command—
[] B_TransparentWithCRC
[] B_TransparentWithout CRC

B_Halt Cmd Response
Response: 01 - Resp OK

Figure 77 B_Halt Command

6.2.1.5 B_Deselect

The B_Deselect is used to exit active state. This command requires no input and, actually, this command is
made up of B_TransparentWithCRC. The GUI of B_Deselect is shown in Figure 77
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List Cmd BE_Deselect Command
[F] —Standard Command-— - B_Deselect Cmd

[] B_Request

B_WakelUp

[¥] E_ATTRIE

] B_Hakt

| B_Deselect

[] —Special Command—
[] B_TransparertWithCRC
[] B_TransparentWithoutCRC

B_Deselect Cmd Response
Response: 01 - Resp OK

Figure 78 B_Deselect Command
6.2.1.6 B_TransparentWithCRC

If commands to be transmitted are not provided in command list such as command for smart card or slot
marker, user can input raw hexadecimal code in B_TransparentWithCRC to invoke operation as stated in the RF
protocol. Before executing, user might need to adjust timeout for card response to be suitable for user applications.
The timeout setting option in the GUI is shown in Figure 80.

The example of “initiate” command in SRI4K card is shown in Figure 79. User shall review results in
transaction logs windows. For example, subsequent operations from Figure 79 to read data are shown in Figure 81.
For more information about SRI4K, please refer to the datasheet from ST.

i __lransparen i omman
List Cmd B_T p tWithCRC C d
% B—F{Stand:tfd Command— B_Transparent WithCRC Cmd

_Reque:
B_ATTRIB

B 8 Hak TxRF

[] B_Deselect 0600 I

] —Special Command—
M| B_TransparentWithCRC
[] B_Transparent Without CRC

B_TransparentWithCRC Cmd Response
Response: 01 - Resp OK

Figure 79 Example of using B_ TransparentWithCRC with SRI4K card

List Cmd B_TransparentWithCRC Command
% B—F{Sta“d;fd Command— "« | B TransparentWithCRC Cmd
_Reque:
O g_:\"_la_:f;lLéD Timeout PreviousSetting ~
% B_Halt TxRF ious Setting
- ms
[] B_Deselect 2ms I
] —Special Command— 4ms
[l B_TransparentWithCRC 8ms
[] B_TransparentWithout CRC 13% m:
64 ms
128 ms
256 ms
512ms
1s
B_Transparent WithCRC Cmd Response

Figure 80 Timeout setting for TransparentWithCRC and TransparentWithoutCRC command
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Tx00_F3=
Rx00_F3>
Complete

Tx00_Fd=
Rx00_F4>
Complete

Tx00_F5>
Rx00_F 53>
Complete

Tx00_Fé>
Rx00_F&>
Complete
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OBCO 05 06 00 -—— Initiate()

0BCO 01 E8 <«—— ID
Communicate!

OBCO 05 OE ES -@—— Select()
OBCO 01 E8
Communicate!

OBCO 05 08 00 <—— Read(0)

OBCcO 01 00 00 00 00 .g4—— pata Block 0
Communicate!

0BCO 05 08 01 <& Read(1)
0BCO 01 FF FF _FF FF -¢—— Data Block 1
Ccommunicate!

Figure 81 Example of running multiple ISO14443B command

6.2.1.7 B_TransparentWithoutCRC

The operation of this command is similar to B_ TransparentWithCRC. The different is there is no calculated
CRC appending at the end of transmitted RF frame.
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6.3 1S015693

The GUI in ISO15693 tap is shown in Figure 82 in which user can select RF transaction speed and operating
command. The command list consists of 1SO15693 standard commands, Custom command for SIC RFID card IC and
special command as is shown in Figure 83. The RF transaction speeds for downlink and uplink are summarized in
Table 6-1.

Reader Corfigulation | 15013633 | 150144434 | 150144438

Start Send Multi Cmd ‘ ‘ Send ‘
Corfig Reader
Speed TX,RX for Reader + Speed Rxfor Tag add in RequestFlag of every Cmd Speed TX.FXfor Reader + Speed F
TX (1 0ut of 256 ( 1.65kbits/s ¥ | X [15ub Low rate (6.62kbi v || SET | TX 1 out of 256 ( 1.65 kbits/s
Seti
P RX GET ™ __J out of 256 ( 1.65 kbits/s
Toutof 4 | 26.48 kbits/s )
1 Enable Once Check 15015693 Standard Command
List Cmd Inventory 1 slot Command
[C] —Standard Command-— -
— Invertory1slot Cmd
T | | et
] Inventary165lat
] StayQuiet [] RFU Flag
; ReadSingleBlock [] Optien Fag
& E::glloncnglDCk E [T Protocal Extension Flag
[] ReadMultipleBlocks [ Enable AFI
[C] Write MuttipleBlocks
[l Seeat RX |1 Sub Low rate ( 6.62 kbit ~ [
et Mask Len W 1 Sub Low rate (6 62 kbits/s
7 LockAF] Mask Val 1 Sub High rate( 25.43 kbits/s
1 Wit DSFID me e 1 Sub Ultra high rate { 52.96 k
[] LockDSFID 2 Sub Low rate( 6.67 kbits/s )
[ Get SystemInformation 1£ 2 Sub High rate{ 26.69 kbits/4
[] GetMuttipleBlock SecurityStatus InventoryTslot Cmd R
[7] —Custom SIC Command— ALa s
[] SetEAS
[] ResstEAS -

Figure 82 GUI in ISO15693 Tap

Table 6-1 Supported RF transmission speed

Transaction | Supported RF Coding RF Speed Description
Downlink 1loutof4 26.48 Kbits/s 1 out of 4 coding
1 out of 256 1.65 Kbits/s 1 out of 256 coding
Uplink 1 Sub Low rate 6.62 Kbits/s One subcarrier at Low data rate
1 Sub High rate 26.48 Kbits/s One subcarrier at High data rate
1 Sub Ultrahigh rate 52.96 Kbits/s One subcarrier at Ultrahigh data rate
2 Sub Low Rate 6.67 Kbits/s Two subcarrier at Low data rate
2 Sub High Rate 26.69 Kbits/s Two subcarrier at High data rate

The 1SO15693 command in Pi-931 requires operating mode supplied in command packet before executing.
Command mode in operation can be primarily divided into two groups namely inventory mode and non-inventory
mode. Inventory mode is for accessing the UID while non-inventory is for any normal card operations. The non-
inventory mode can be subdivided into three modes namely non-address mode, address mode and select mode.

Figure 84 illustrates command modes and related operable command. Similar to other RFID standards, card
itself do occupy a specific state at certain time. Transition state diagram in 1SO15693 is shown in Figure 85. In each
state, card reacts to transmitted command differently. Table 6-2 summarizes operable mode between command
mode and card state.
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List Cmd List Cmd List Cmd
_ - [ GetSystemInformation - [[] —Custom SIC Command— .
kil Inventony1Slot b [] GetMuttipleBlock Security Status ] SetEAS
[¥] Inventory16Slot [l —Custom SIC Command— | ] ResstEAS
V] StayQuiet SetEAS [] LockEAS
[+ ReadSingleBlock [#] ResetEAS [] EAS_Mam
[¥] WriteSingle Block = [¥] LockEAS ] Kl
LockBlock 1 [¥] EAS_Alam [7] LoadPassword
[¥] ReadMuttipleBlocks 7] Kill [] WritePassword
[¥] WriteMuttipleBlocks LoadPasswond = [[] LockPassword
] Select [¥] WWritePassword [] SetPasswordMade i
[¥] ResetToReady — [¥] LockPassword [] LockPasswordMode
WiriteAFI [#] SetPasswordMode [ GetPasswordMode
[¥] LockAF [¥] LockPasswordMode 1 [] SetOTP
[] WriteDSFID (GetPasswordMode 3 ] GetOTP L
[¥] LockDSFID V] Set0TP [ WiteXUID 3
] GetSystemInformation [V] GetOTF [7] ReadXUID
[¥] GetMuttipleBlock Security Status [] WriteXUID | —Special Command— |
[] —Custom SIC Command— [¥] ReadXUID R [¥] TransparertWithCRC
[C] SetEAS [ —Special Command— [¥] TransparentWithowtCRC
[] ResstEAS - [*] TransparentWithCRC - SendEQF -
Standard Command Custom SIC Command Special Command
Figure 83 1S015693 standard command
Mode in 1ISO15693 Command
[
| |
Inventory Mode Non-inventory Mode
Inventorv1Siot Address Non Address Select
- Inventory1Sio
- Inventory16Slot Mode Mode Mode

All normal commands All normal commands
except except

All normal command. P P
- Select - Select

- Stay Quiet - Stay Quiet

Figure 84 command mode in 1ISO15693

Power-off

In Field

Out of Field

Any other Command
where Select_flag is not set

Out of Field

ut of Field

Reset to ready

Select (UID)

Stay quiet(UID)

Reset to Re:
where Select_flag is se’
or Select (different UID)

Select(UID) o
> Selected

Stay quiet(UID)

Any other command where the Any other command
Adddress_flag is set
AND where Inventory_flag is not set

Figure 85 State transition diagram of the 1ISO15693 card

Page 50 of 79



SYRIS

RD-220

Demonstration Software Manual

Table 6-2 operable mode between command mode and card state

Command Inventory Mode Non-Inventory Mode
Mode Address Mode Non-Address Mode Selected Mode
Card State (with UID) ( without UID)
Ready State Yes Yes Yes No
Selected State Yes Yes Yes Yes
Quiet State No Yes No No

In inventory mode, there are four control flags as shown in Figure 86. The RFU Flag, Option Flag and
Protocol Extension Flag can be optionally checked to perform special functions. The functions of these flags are
depended on purpose of card IC manufacturer. For Enable AFI flag, if this flag is checked, AFI value must be supplied.
The benefit of the AFI (Application family identifier) is to pre-discriminate type of card and reduces the number of
card in anti-collision process.

List Cmd Inventory 1 slot Command
(] —Standard Command— - Inventoryslot Cmd
W Inventoy1Sot | Inventory Mods
(] Inventory165lot RFU
] StaryCuiet [ 29
("] ReadSingleBlock [] Option Flag
=
i Lvolltsgllgcg:LeBlock = [T Protocal Extension Flag
[] ReadMuttipleBlocks Enable AFI
(7] WriteMultiple Blocks
[C] Select AFl value
("] ResetToReady | 4
7] WiiteAFI Pasdte
[C] LockAFl Mask Value
[T] WriteDSFID
[[] LockDSFID
[T] GetSystemInformation
Enable AFI

Figure 86 Flag in inventory mode

Non Address Mode |

List Cmd Inventory 1 slot Command
[T —Standard Command— - Inventorysiot Cmd
= Inventory Mode
(] Inventory165lot [ RFUR
] StayCuiet ag
("] ReadSingleBlock [] Option Flag
= e
i L‘;lltsgllgcg:LeBlock = [C] Protocal Extension Flag
[] ReadMuttipleBlocks [ Enable AFI
(7] WriteMultiple Blocks
[C] Select
("] ResetToReady | 4
7] WiiteAFI Pasdte
[C] LockAFI Mask Value
[T] WriteDSFID
[[] LockDSFID
[T] GetSystemInformation
Disable AFI

List Cmd Write Single Blocks Command
[C] —Standard Command— | yyteingleBiock Cmd
= Inventory 1St Mon Inventory Mode
("] Inventory165lot ] RFUR
[ StayQuiet ag
["] ReadSingleBlock [] Option Aag

W ESI"IdeHOd{
E LokBIoc:k = [C] Protocal Extension Fag
[] ReadMultipleBlocks
] WriteMuttipleBlocks
[C] Select
7] ResetToReady |
] WrtcAF! Block Addess
[T LockAFI Data Block
[C] WriteDSFID
7] LockDSFID [C] Over 4 Bytes
["] GetSystemInformation
List Cmd Write Single Blocks Command
[[] —Standard Command—  « | yyesingleBlock Cmd
= Inventory1Slet Mon Inventory Mode
(] Inventory165lot
7] StayQuiet [C] RFU Flag
("] ReadSingleBlock [] Option Flag

W ESI"IdeHOd{
E LokBIoc:k = [l P@ocal Extension Fag
[] ReadMuttipleBlocks Operation Mode | Adgress Mode -
(7] WriteMultiple Blocks
[C] Select uiD
| ResetToReady |
] WiteAFl Block Addess
[C] LockAFI Data Block
(] WriteDSFID
[ LockDSFID [T] Over 4 Bytes
[T] GetSystemInformation

Address Mode
Rlock Addess

List Cmd

—Standard Command— -
Inventory15lot
Inventory 165lot
StayQuiet
ReadSingleBlock

Write SingleBlock =

LockBlock
ReadMuttipleBlocks
Write Muttiple Blocks
Select

Reset ToReady |
WriteAFI

LoclkAFI

WriteDSFID

LockDSFID

OEEEEEEEEEEEEEE

Get SystemInformation

Figure 87 Sub mode in Non-inventory mode

Select Mode

Write Single Blocks Command

Wite SingleBlock Cmd
Mon Inventory Mode
[] RFU Flag

[] Option Aag
[] Protocal Extension Flag \/

Operation Mode | galact Mode -

Block Addess
Data Block

[T Over 4 Bytes

The non-inventory mode is for general operations. In this mode, UID is not required. Except quiet state, all
cards in field will be affected. The address mode is for specific-card operation. In this mode, UID is required and the
card UID match will only be affected. The select mode is for performing group operation. All cards in selected state
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will be affected in this mode. Selection of Non-inventory in the demonstration software is shown in Figure 87.
Meaning and functionality of the flags in non-inventory mode is depended on card IC manufacturer.

Note that the inventory mode is mandatory for command “InventorylSlot” and “Inventoryl6Slot”.
Command “Select” and “Stay Quiet” must only be used in address mode. Then, UID is mandatory for these
commands. The GUI in demonstration software guides applicable modes for each command.

6.3.1 15015693 Standard Command

List Cmd
v ;
Invertory1Slot
Inventory165lot
StayQuist
ReadSingle Block
Write Single Block
LockBlock
ReadMultipleBlocks
WriteMultipleBlocks
Select
Reset ToReady
WriteAFI
LockAFI
WriteDSFID
LockDSFID
Get SystemInformation
GetMultiple Block Security Status

m

EEEREEEEREEEEEEEE

Figure 88 Standard Commands in 1SO15693

Table 6-3 Standard Command for 1ISO15693
Description Mandatory Input*
MaskLen, MaskValue

MaskLen, MaskValue

Command Name

Inventory 1 slot Perform Inventory 1-slot command

Inventory 16 slot @ Perform Inventory 16-slot command

Stay Quiet

Perform Stay-Quiet Command uiD

Read Block Block Address

Write Block Block Address, Data Block
Lock block Block Address

Read Multiple Block Block Address, Num of Block

Block Address, Num of Block,
Block size, Data Multi Block

Perform Select Command uiD

Read Single Blocks

Write Single Blocks
Lock Block
Read Multiple Blocks

Write Multiple Blocks Write Multiple Blocks

Select

Reset to Ready Perform Reset-to-Ready Command -

Write AFI Write AFl value AFI Value
Lock AFI Lock AFl value -

Write DSFID Write DSFID value DSFID Value
Lock DSFID Lock DSFID value -

Get System Information

Get system information -

Get Multiple Block Security status

Get multiple block security status

Block Address, Num of Block
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Inventory 1slot

Command Inventorylslot is used in determining UID. Except from four flags in inventory mode, parameter
Mask Len and Mask Value must be supplied. Mask Value is part of UID used in selecting cards in anti-collision
process. Only cards in which part of UID matches to Mask Value will response back. Mask Len is a one -byte data
specifying length in bit of Mask Value to be used. Mask Value and Mask Len shall be input in hexadecimal number. If
these parameters are input with “00” or left blank, all cards will response. UID in response packet starts from least
significant byte to most significant byte, which reflects to what transmit from card in chronological order.

List Cmd

—Standard Command—
Inventory 165lot

StayQuiet

ReadSingleBlock

Write SingleBlock:

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

Reset ToReady

Wite AFI

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation
GetMuttiple Block Security Status
—Custom 5IC Command—
SetEAS

ResetEAS

1 o o o o oo =

-

m

Inventory 1 slot Command

Inventory1slot Cmd
Inventory Mode
] RFU Flag

[] Option Flag
] Protocal Extension Flag
[] Enable AFI

Mask Len 04

Mask Value 0e

Inventory1slot Cmd Response

List Cmd

Response: ED - Resp Er

A) Mask Len = 04, Mask Value = 08

List Cmd

—Standard Command—
Inventory 165lot

StayCuiet

ReadSingleBlock

Write SingleBlock:

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

Reset ToReady

WriteAFI

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation

Get Multiple Block Security Status
—Customn 5IC Command—
SetEAS

ResetEAS

OO000EEEEOOEEEEEEEEREE

-

m

Inventory 1 slot Command

Inventory1slot Cmd
Inventory Mode
[ RFU Flag

[] Option Aag
[] Protocal Extension Flag
[] Enable AFI

Mask Len o

Mask Value 7506

Inventory1slot Cmd Response

—Standard Command—
Inventory 165lot

StayQuiet

ReadSingleBlock

Write SingleBlock:

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

Reset ToReady

WriteAFI

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation
GetMuttiple Block SecurtyStatus
—Custom 5IC Command—
SetEAS

ResetEAS

OOEEEEEEEEEEEEEEEEE

-

m

Inventory 1 slot Command

Inventory1slot Cmd
Inventory Mode
] RFU Flag

[] Option Flag
[] Protocal Extension Flag
[] Enable AFI

Mask Len 04

Mask Value 09

Inventory1slot Cmd Response

Response: 01 - Resp OK
DSFID= 00
UID> 7356230C000104E0

B) Mask Len =04, Mask Value = 09

List Cmd

Response: 01 - Resp OK
DSFID= 00
UID> 7556230C000104E0

C) Mask Len =0C, Mask Value = 7906

—Standard Command—
Inventory15lot

Inventory 165lot

StayQuiet

ReadSingleBlock

Wit SingleBlock:

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

Reset ToReady

WriteAFI

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation

Get Muttiple Block Security Status
—Custom 5IC Command—
SetEAS

ResetEAS

OO00OEEEEOOEEEEEEEERE

»

m

Inventory 1 slot Command

Inventory1slot Cmd
Inventory Mode
] RFU Flag

[] Option Fag
[] Protocal Extension Flag
[] Enable AFI

Mask Len oo|

Mask Value 7506

Inventory1slot Cmd Response

Response: 01 - Resp OK
DSFID= 00
UID> 7356230C000104E0

D) Mask Len = 0D, Mask Value = 7906

Figure 89 Example of Inventory 1 slot

Figure 89 shows example in executing Inventorylslot to a single card with various value of Mask Len and
Mask value. The UID of card is “79 96 23 0C 00 01 04 EQ”. Then, UID can be written in chronological order from left
to right hand side as follows.

uiD Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7 Byte 8
Hex 79 9% 23 0C 00 01 04 EO
Tra;i;r:'r;ted 1001 1110 | 0110 1001 | 1100 0100 | 0011 0000 | 0000 0000 | 1000 0000 | 0010 0000 | 0000 0111

A) Mask Len = 04, Mask Value = 08
Four bits of “0001” representing “8” is transmitted with this command. This part of UID is not matched
the LSB part the card UID. Therefore, there is no response from card.

UID Hex 79
UID in Transmitted binary {1001 1110
Transmitted mask value |0001
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B) Mask Len =04, Mask Value = 09
Four bits of “0001” representing “8” is transmitted with this command. This part of UID is matched the
LSB part the card UID. Therefore, card response a complete UID.

UID Hex 79
UID in Transmitted binary |0001 1110
Transmitted mask value |0001

C) Mask Len = 0C, Mask Value = 7906
12 bits of “0001 1110 0110” is transmitted with this command. This part of UID is not matched the LSB
part the card UID. Therefore, card response a complete UID.

UID Hex 79 96
UID in Transmitted binary | 0001 1110 |0110 1001
Transmitted mask value |0001 1110 |0110

D) Mask Len = 0D, Mask Value = 7906
13 bits of “0001 1110 0110 0” is transmitted with this command. This part of UID is not matched the
LSB part the card UID. Therefore, there is no response from card.

6.3.1.2

UID Hex 79 96
UID in Transmitted binary |0001 1110 (0110 1001
Transmitted mask value 0001 1110 |01100

Inventory 16 slot

Command Inventoryl6slot is used in anti-collision process and determining UID. This command reduces
data collision by spreading response from multiple cards into 16 slots systematically. Card will response if Mask
Value with in specific Mask Len matches. This is similar to Mask Len and Mask Value in Inventory 1slot. In addition,
card answers in slot number coincident to 4-bit number in UID next to mask value. Figure 90 shows example in
executing Inventoryl6slot to a single card with various value of Mask Len and Mask value. The UID of card is “79 96

230C0001 04 EO”.

A) Mask Len =00, Mask Value = 00 (None)
The card responds in 9" slot because the UID next to Mask Value is 9 as shown in red number below.
UID =“7996 23 0C 00 01 04 EO”

B) Mask Len =08, Mask Value = 79 (None)

The card responds in 6" slot because the UID next to Mask Value is 6 as shown in red number below.
UID =“7996 23 0C 00 01 04 E0”

List Cmd

—Standard Command—
Inventory1Slot

StayQuiet

ReadSingleBlock

Write SingleBlock

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

ResetToReady

WriteAFI

LockAFI

WriteDSFID

LockDSFID

Get SystemInformation

Get Muttiple Block Security Status
—Customn 5IC Command—
SetEAS

OoEEEEEEEEEEEEEERE

O
|
&

-

m

Inventory 16 slot Command

Inventory16slot Cmd
Inventory Mode
[] RFU Flag

[] Option Aag
[ Protocal Extension Flag
[C] Enable AFI

Mask Len
Mask Value

Inventory16slot Cmd Response

Response: 01 - Resp OK

slot 9

SubResp> 01 - SubResp OK
DSFID= 00

UID> 7556230C000104E0

A) Mask Len = 00, Mask Value = 00 (None)

List Cmd

—Standard Command— -
Inventory15Slot

StayQuiet

ReadSingleBlock

Write SingleBlock

LockBlock

ReadMuttipleBlocks

Write Muttiple Blocks

Select

Reset ToReady

WriteAFI

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation

Get Muttiple Block Security Status
—Custom 5IC Command—
SetEAS

ResetEAS -

m

OEEEEEEEEEEEEEEEEE

Inventory 16 slot Command

Inventory16slot Cmd
Inventory Mode
[C] RFU Flag

[] Option Fag
[ Protocal Extension Flag
[] Enable AFI

Mask Len 0e

Mask Value 79

Inventory16slot Cmd Response

Response: 01 - Resp OK

slot &
SubResp> 01 - SubResp OK
DSFID= 00

UID:> 7356230C000104E0

B) Mask Len =04, Mask Value = 09

Figure 90 Example of Inventory 16 slot
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The response from this command is a concatenated frame of response in each slot. For more information,
please refer to “Pi-931 Module Protocol”.

Diagram in Figure 91 shows an idea of anti-collision process by using scanning technique. The collision slot,
which is slot 3 and slot E in this example, in the first round, is possibly that multiple cards have responded in the
same slot. Hence, the Mask Value is set to the number of slot that collision occurred and Mask Len is increased by 4.
This process is repetitive until there is no collision detected and processing unit collect the UID in slot there is no
collision. Practically, error may cause errors in collision slot.

Slot0 Slotd Slatd

Slot1 UID1 [......X1] Slot1 uIb3[......12] Slatl

Slot2 Slot2 Slat2

Slot3 Error Detect |—.§ Slotz Slotz Collision Detect :>

Slot4 g Slot4 Slat4

Slot5 Slots Slats UIDE[.... X5 73]

Slot6 Slots Slats

Slot7 Slot7 Collision Detect :> Slat7

Slot8 Slot8 Slat8

Slot9 Slotg Slatd

SlotA SlotA SlatA

SlotB uiD2 [......XB] SlotB SlatB

SlotC Slat C SlotC

SlotD SlotD | UID4...... D3] SlotD

SlotE Collision Detect SlatE SlotE

SlotF SlotF SlotF UID 7 [.... XF73]
Slotd UIDS[...... OF]
Slot1 UIDS[...... 1E]

Figure 91 An example of Using Inventory 16 slot in anti-collision

6.3.1.3 Stay Quiet

The Stay Quiet put UID-specific card in quiet state. Therefore, UID is mandatory parameter for this
command.

List Cmd Stay Quiet Command
[] —Standard Command— - StayGuiet Cmd

Inventory15lot I Non Inventory Mode

Inventory 165lat [ RFUR
ag
|| ReadSingleBlock [] Option Flag
[C] WriteSingleBlock }
Loc::BII:Eke oc [C] Protocal Extension Flag
ReadMuttipleBlocks Operation Made | 2dress Mode
Write Muttiple Blocks
Select uiD 7936230C000104E0
Reset ToReady - TSRS
WriteAF|
LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation
GetMultiple Block Security Status 5 iet Cmd Re
—Custom SIC Command— = St
CetEAS Response 01 - Resp OK

ResstEAS -

m

Figure 92 Stay Quiet Command
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6.3.1.4 ReadSingleBlocks

The ReadSingleBlocks performs data reading from a specified block. Block address is only a require
parameter.

List Cmd Read Single Blocks Command
- l_ita”d:'gljofmmand_ | ReadSingleBlock Cmd
L] Inverttony Mon Inventory Mode
[¥] Inventory165lot F RFUR
[V] StayCuiet 23
ption Flag ( Block security status
[Fi| ReadSingleBlock [ o Flag ( Block )
T T
i Ltg:gllgs:(emoc;k £ [T] Protocal Extension Flag
[] ReadMuttipleBlocks Operation Mode MNon Address Mode
(7] WriteMultipleBlocks
(7] Select
7] ResetToReady | —_—
] WiteAFl Block Addess 5
[T] LockAFI
[T] WriteDSFID
[] LockDSFID
[T] GetSystemInformation
[T] GetMuttipleBlock SecurityStatus ReadSinaleBlock Cmd R
] —<Custom SIC Command— Rea SLE D:C A O;sponse
] SetEAS esponss> 01 - Resp
7] ResetEAS Block Data» 55555555

Figure 93 ReadSingleBlock command

6.3.1.5 WriteSingleBlocks

The WriteSingleBlocks performs data programming to specified block. Block address and data to be written
are required parameters. The GUI, as shown in Figure 94, provides 4-byte data to be default block length. For some
special card in which block data is wider than the default, user can check “Over 4 bytes” box to accept input up to 8

bytes.
List Cmd Write Single Blocks Command List Cmd Write Single Blocks Command
- l_ita”d?gljofmma”d_ | WiteSngleBlock Cmd Ol l_S‘a”d_T'glj Command— " « | WiteSingleBlock Cmd
L] Invertony Mon Inventory Mode é nventory 15lot Mon Inventory Mode
[¥] Inventory165lot [ RFUR [¥] Inventory165lot ] RFUR
[V] StayCuiet 20 [7] StaryCuiet =
[¥] ReadSingleBlock [] Option Flag [¥] ReadSingleBlock [] Option Fiag
E LokBIoc:k = [T] Protocal Extension Flag E LokBIoc:k E [T] Protocal Extension Flag
] ReadMulipleBlocks Operation Mode | pon Address Mode [7] ReadMultipleBlocks Operation Mode | Non Address Mode =
[] WriteMultiple Blocks (7] WriteMultipleBlocks
7] Select (7] Select
| ResetToReady | 4 | ResetToReady | 3
] WiteAFl Block Addess 5 ] WiteAFl Block Addess 5
[7] LockAFI Data Block 11223344 [C] LockAFI Data Block 1122334455667788|
[] WriteDSFID [T] WriteDSFID
[ LockDSFID [C] Over 4 Bytes [ LockDSFID Over 4 Bytes
[T] GetSystemInformation [T] GetSystemInformation
[] GetMultipleBlock SecurityStatus WriteSindleBlock Cmd R [T] GetMultipleBlock SecurityStatus \WriteSindleBlock Cmd R
] —Custom SIC Command— e uE EROSS ] —Custom SIC Command— Emie O EROS
] SetEAS Response> 01 - Resp OK [F] SetEAS Response> 01 - Resp OK
[] ResetEAS - (] ResetEAS -

Figure 94 WriteSingleBlock command

6.3.1.6 Lock Block

The LockBlock command performs content lock in a specific block from modification later. The required
parameter is a block address.

6.3.1.1 ReadMultipleBlocks

The ReadMultipleBlocks performs data reading from a specified range of data. Parameters as follows must
be specified before executing.

Block Address : The first block address to be written
Num of Blocks  : The number of additional block from first block to be written

The demonstration software can divide and display data for each block as shown Figure 96, providing that
the block size, parameter in software, be specified correctly. Note that cards from some manufacturers might not
support this command.
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List Cmd Lock Block Command
] —Standard Command— - LockBlock Cmd
é Invertory1Slot Mon Inventory Mode
[¥] Inventory165lot [ RFUR
[V] StayGuiet 29
[¥] ReadSingleBlock [] Option Flag
= e
I — ) Frioea Stenien g
[] ReadMultipleBlocks Operation Mode | pon Address Mode
] WriteMuttipleBlocks
] Select
] ResetToReady | —_—
] WrtcAF! Block Addess 5
[T LockAFI
[] WriteDSFID
[C] LockDSFID
[] GetSystemInformation
[T GetMuttipleBlock Security Status LockBlock Cmd R
] —Custom SIC Command— cretec S
] SetEAS
[] ResstEAS -
Figure 95 Lock Block command
List Cmd Read Multiple Blocks Command
L} Standerd Command— + | ReadMiipleBlocks Cnd
L] Invertony Mon Inventory Mode
[¥] Inventory165lot [ RFUR
[7] StayCuiet ag
[¥] ReadSingleBlock || Option Aag ( Block security status )
T e
% Lvolt:;:iealod( = [l P@ocal Extension Fag
] ReadutipleBlocks | Operation Mode [ Non Address Mode  ~
[¥] WriteMultiple Blocks
[] Select
| ResetToReady |
] WrteAFI Block Addess 2
[C] LockAFI Num OF Blocks 1 11
[] WriteDSFID
[] LockDSFID
[T] GetSystemInformation
[] GetMultipleBlock Security Status ReadMultinleBlocks Cmd R
] —Custom SIC Command— EBEI'ockuSIi:: pexs e
] SetEAS 4
[] ResetEAS -

Response: 01 - Resp OK

order 0
Block Data» 22222222

order 1
Block Data> 33333333

order 2
Block Data» 44444444

order 3
Block Data» 55555555

Figure 96 ReadMultipleBlock command

6.3.1.2 WriteMultipleBlocks

The WriteMultipleBlocks performs data reading from a specified range of data. Parameters as follows must
be specified before executing.

Block Address  : The first block address to be written

Num of Blocks  : The number of additional block from first block to be written
Block Size : The number of bytes in one block

Data Multi Block : Consecutive data for all block to be written

The demonstration software can divide and display data for each block as shown Figure 96, providing that
the block size, parameter in software, be specified correctly. Note that cards from most manufacturers might not
support this command.

Page 57 of 79



SYRIS

RD-220

Demonstration Software Manual

List Cmd

—S5tandard Command— -
Inventory1Slot F
Inventory 165lot

StayQuiet

ReadSingleBlock

Write SingleBlock:

LockBlock

ReadMuttipleBlocks

Select

Reset ToReady |
WriteAFI

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation

Get MuttipleBlock Security Status
—Customn 5IC Command—
SetEAS

ResetEAS -

m

150 = 3 3 0 0 s

Write Multiple Blocks Command

WiteMuttipleBlocks Cmd
Mon Inventory Mode
[ RFU Fag

[ Option Flag
[T Protocal Extension Flag

Operation Mode | op Address Mode  ~

Block Addess 0

Mum Of Blocks 2 o

Block Size 4

Data Mutti Block  0000000011111111222
22922

Figure 97 WriteMultipleBlocks command

6.3.1.3 Select

The Select put UID-specific card in selected state. UID is mandatory parameter for this command.

List Cmd

—Standard Command—
V| Inventory1Slot

| »

5
3
o
E
o

=
7]
g

StayGuiet

ReadSingleBlock
WriteSingleBlock: -
LockBlock
ReadMuttipleBlocks
Write Muttiple Blocks
Select

Reset ToReady |
Write AF

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation

Get Multiple Block Security Status
—L{ustom 5IC Command—
SetEAS

ResstEAS v

OoEEEEEEOOEEEEEEEEEE

Select Command

Select Cmd
Mon Inventory Mode
[] RFU Flag
[] Option Aag
[] Protocal Extension Flag
Operation Made | Address Mode
uib 7996230C000104E0

Select Cmd Response
Response: 01 - Resp OK

Figure 98 Select command

6.3.1.4 ResetToReady

The ResetToReady puts card into ready state. No parameter, except UID in selected mode, is required for

this command.
List Cmd

—Standard Command— -
Inventory1Slot F
Inventory 165lot
StayQuiet
ReadSingleBlock
Write SingleBlock
LockBlock
ReadMuttipleBlocks
Write Muttiple Blocks
Select
L
Write AFI

LockAFI

WriteDSFID

LockDSFID

Get SystemInformation
GetMuttiple Block Security Status
—Custom 5IC Command—
SetEAS

m

OoEoEmEEEEEREREEREE

O
|
&
1

Resetto Ready Command

Reset ToReady Cmd
Mon Inventory Mode
] RFU Flag

[] Option Fag
[ Protocal Extension Flag

Operation Mode | Non Address Mode =

Reset ToReady Cmd Response
Response: 01 - Resp OK

Figure 99 ResetToReady command
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6.3.1.5 WriteAFI

The WriteAFI performs AFI programming. One bytes data for AFI shall be supplied before executing.

List Cmd

[] —Standard Command—
Inventory15lot

Inventory 165lot

StayQuiet

ReadSingleBlock

WriteSingle Block:

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

Reset ToReady

LoclkAFI

WriteDSFID

LockDSFID

Get SystemInformation
GetMultiple Block Security Status
—L{ustom SIC Command—
SetEAS

ResstEAS

OO0OOO00REEEEEEEEEEE

m

Write AFI Command

WriteAFl Cmd
Mon Inventory Mode
[] RFU Flag

[] Option Flag
[] Protocal Extension Flag

Operation Mode | Non Address Mode

AFl value FF

WriteAFl Cmd Response
Response: 01 - Resp OK

Figure 100 WriteAFI command

6.3.1.6 LockAFI

The LockAFI performs AFl programming. Once the AFI was locked, AFI content cannot be modified later. No
parameter, except UID in selected mode, is required for this command.

List Cmd

—Standard Command—
Inventory15lot

Inventory 165lot

StayQuiet

ReadSingleBlock

Write SingleBlock

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

ResetToReady

Write AFI

WriteDSFID

LockDSFID

Get SystemInformation

Get Muttiple Block Security Status
—Custom 5IC Command—
SetEAS

ResetEAS

05 o 5 5 0 0 0 0 s 9 5 = )

m

Lock AFl Command

LockAFI Cmd
Mon Inventory Mode
[] RFU Fag

[ Option Flag
[T] Protocal Extension Flag

Operation Mode | Non Address Mode =

LockAFl Cmd Response
Response: 01 - Resp OK

Figure 101 LockAFI command

6.3.1.7 WriteDSFID

The WriteDSFID performs DSFID programming. One bytes data for DSFID shall be supplied before executing.

List Cmd

—Standard Command—
Inventory15lot

Inventory 165lot

StayQuiet

ReadSingleBlock

Write SingleBlock

LockBlock
ReadMuttipleBlocks

Write Muttiple Blocks

Select

ResetToReady

Wite AFI

LockAFI

LockDSFID

Get SystemInformation

Get Multiple Block Security Status
—Custom 5IC Command—
SetEAS

ResstEAS

OEEOoEEREEREEREEEEEE

m

Write DSFID Command

WriteDSFID Crmd
Mon Inventory Mode
[] RFU Fag

[ Option Flag
[] Protocal Extension Flag

Operation Mode | Non Address Mode =

DSFID value n

WiiteDSFID Cmd Response
Response: 01 - Resp OK

Figure 102 WriteDSFID command
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6.3.1.8 Lock DSFID

The LockAFI performs DSFID programming. Once the DSFID was locked, DSFID content cannot be modified
later. No parameter, except UID in selected mode, is required for this command.

List Cmd Lock DSFID Command
—Standard Command— - LockDSFID Cmd

Inventory15lot
Invertary165ict Mon Inventory Mode

StayCuiet [C] RFU fiag
ReadSingleBlock [ Option Flag

Wt
I-'\"D::;I;ELEBlock [T] Protocal Extension Flag

ReadMuttipleBlocks Operation Mode
Write Muttiple Blocks
Select
ResetToReady
Wite AFI
LockAFI

WriteDSFID

Get SystemInformation

GetMuttiple Block Security Status
st SIC Command—— LockDSFID Cmd Response
SetEAS Response: 01 - Resp OK

m

OooiEREEREEREREEREEE

a
s}
&
Q.
.
w

1

Figure 103 LockDSFID command

6.3.1.9 Get System Information

The GetSysteminformation retrieve card system information. Information as listed are displayed.

uiD :Unique ID
IC reference : 8-bit IC reference number
VICC Memory Size : Card memory size information consisting of block size and number of block
AFI : Application family identifier
DSFID : Data storage format identifier
List Cmd Get System Information Command
- l—Stand$§ Command-— it Giet System|Information Cmd
é nventory1Slot Mon Inventory Mode
[¥] Inventory165lot
7] StayQuiet [] RFU Rag
z ReadSingleBlock [ Option Flag
% ‘I'_“;EES;QELEHDCI( = [T Protocal Extension Flag
[¥] ReadMultipleBlocks Operation Mode
[¥] WriteMuttipleBlocks
[V] Select
[¥] ResetToReady
[V] WriteAFI
[7] LockAFI
[¥] WriteDSFID
[¥] LockDSFID
 GetSysemfomaton |
[~ GetMultipleBlock Security Status )
7] —Custom SIC Command— Get SystemInformation Cmd Response
] SetEAS Responses 01 - Resp OK
T RescotEAS il InfoFlag= OF - DSFID AFI VICCmemSize ICRef
| hes UID> 7396230C0001D4E0

Manufacturer Code = 04
Serial Number = 7956230C0001
DSFID= 01
AFI- 98
WICC_mem_size> 1803 - BlockSize = 03, Num
ICRef> 01

Figure 104 GetSysteminformation command

6.3.1.10 Get Multiple Block Security status

The GetMultipleBlockSecurityStatus retrieve condition if specific blocks are locked. Parameters as follows
must be specified before executing.
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List Cmd
[] —Standard Command— -
Inventory1Slot F
Inventory 165lot
StayQuiet
ReadSingleBlock
Write SingleBlock:
LockBlock
ReadMuttipleBlocks
Write Muttiple Blocks
Select
Reset ToReady |
Write AFI

LoclkAFI
WriteDSFID

LockDSFID

Get SystemInformation

—Custom 5IC Command—

m

[ e e

i

[HEEEE

: The first block address to be written

: The number of additional block from first block to be written

Get Multiple Block Security Status Cmd

GetMultiple Block Security Status Cmd
Mon Inventory Mode
[T] RFU Flag

[] Option Aag
[] Protocal Extension Flag

Operation Mode | pon Address Mode =

Block Addess 4
Num Of Blocks 1 +1

GetMultiple Block SecurityStatus Cmd Response

[] SetEAS

[] ResetEAS

Responsex 01 - Resp OK

order 0

Block Security: 00 - Mot Lock

order 1
Block Security: 00 - Mot Lock

Figure 105 GetMultipleBlockSecuritystatus command

Example of ISO15693 standard command usage

Figure 106 shows example of operating standard command. The operations in this example go through
ready mode, selected mode and quiet mode. In each mode, inventory command and read block O in three non-
inventory mode are performed. User can notice that the operating results coincide with the Table 6-2. For more
information about standard command, please refer to 1ISO15693-3 protocol.

Tx00_DO>

List Cmd

Select Command

[] Inventory1Siot
7] Inventery 16Slat
[] StayQuiet

[F] ReadSingleBlock
[ WriteSingleBock
[7] LockBlock

|| —Standard Command—

] »

Select Cmd
Nan Invertory Mode
[ RFU Flag
[] Option Flag
[£] Protocal Extension Flag

Rx00_Di >
Complets

Tx00_D1>
@© Ru00_D1>
'g Complete

> R=00_D2>

0pi0 00 0o e 5
0D10 01 00 79 96 23 OC 00 01 04 ED andard Lommand— -~
Communicats! UD Inventory1Siot T '"m:;z:';;;:d
Inventory16lot
0013 00 00 <% [ StayQuist [7] RFU Flag
QD13 01 = )
Comnunicate!  Data in block 0 ReadSingleBlock [T Option Fiag
VirteSingiBlock 2| [ Protocal Bxtension Fia
0D13 01 79 96 23 0C 00 01 04 E0 007 LockBlock I '
QD13 01 ReadMultipleBlocks [ Enable AFI
Communicats! Data in block 0 [T WriteMuttipleBlocks
op1a nz on [} Select
0013 E0 —— No response al F\fﬂtﬂ;%ﬁ"y I Mask Len
Comnunicate! Wite,
List Cmd

op1s 01 79 96 23 0C 00 01 04 EO

List Cmd

Inventory 1 slot Command

] —Standard Command—

upiE o1 ] rrtory 15t | ReadSingleBlock Cmd
Communicats! Non Inventory Mode
[ Inventory 165lot
opin oo oo — [ StayQuet 01 RFU Fag
aD10 01 00 79 96 23 0C 00 01 04 E0 ] Read SingleBlock ] Option Fiag ( Block securty status )
\
Communicate! % I‘_‘;’;‘:;‘U”fl‘fﬁ'mk £ [E] Protocal Extens

0013 00 00 <
0013 01 11 11 11 11

[7] ReadMuttipleBlocks
[7] WriteMuttipleBlocks

Read Single Blocks Command

Operation Mod

Communicate! Data in block 0 [ Select
] 7] ResetToReady L
E‘Sii gi H ?? ﬁ Eg 00 01 04 E0 00 B waen] Block Addess g
Communicate!  Data in block 0 List Cmd Read Single Blocks Command
0D13 02 00 < ‘_S:“d?g‘j;“mma””_ “| ' ReadSingleBlock Cmd
nverto
0p13 01 11 11 11 11 \nvamnxTES\m Non Inventory Mode
Communicate! StayQuict [C] RFU Flag
0012 01 79 96 23 0OC 00 01 04 EO [C] Option Flag ( Block security status )
ap1z 01 WiiteSingleBloc] L -
Communicats! LockBlock C lal P@w:a\ Extensior Flag
ReadMuttipleBlocks Operation Mole | address Mode -

ooie £n ™ “No response Witk MutiplsBlocks
Communicats! Select uip 7956230C000104E0

[7] ResstToReady
0p13 00 oo - [] WiteAF! impizm ]
ggﬁuﬂ:atelNo response List Cmd Read Single Blocks Command

[] —Standerd Command— =+ | gz g5ingieBiock Cmd
0D13 01 79 96 23 0C 00 01 04 E0 00-g— ] Invertory 15t e
0p13 01 11 11 11 11 [ Inventory163ict
Communicate! Data in block 0 [ Staytuict [C] RFU Rag
0013 02 00 I ReadSingleBlock [ Option Flag { Block securiy status )
upi3 E0 — No response [ ] WiteSingleBlock E
Communicats! [] LockBiock

|| ReadMulipleBlocks Operation Mods | acress hods T Complets
[ WrteMutiple Biocks P
T D3>
| Select | Ui 7996230C00014E0 & piggTp3s
[ ResetToReady L Complete
] WrisAFI |
[ LockARI Tl D
7] WrteDSFID | R=00_D4>
Compl=ts
Twnn_D5 >
List Cmd Stay Quiet Command | ?RXUU_D&
[ —Stonoed Command— | g0yt O Complete
[ InventorySlot B Non Invertory Mode: O Tx00_D6>
] Inventory16Siot 1 RFUA. B Ex00_D&>
[E| StayQuiet = Conplets
] ‘ReadSingleE\n:k [] Option Flag = ——
¥ =00_] >
% L‘:’;‘ESI‘QEEBIUCI‘ = [ Protocal Extension Flag :qoj R=00_D7>
] ReadMulipleBlocks Operation Mods | acigrecs liode Q Complste
[ WrteMutiple Biocks T T00 DB
%:aemT . Ui 7996230CO0014ED. ) Rx0O_DE>
et To R 4 Complsts
] WrteAFI @
] LockAFl i ‘ Tug0-Dh
\ = 00_] B
0] WrteDSFID Pty b
| T=0N_D4>
List Cmd Resetto Ready Command Rx00_D&>
Complsts
[] —Stendard Command— = | BocoiToReady Cna
L] Iventory1Slot Non Invertory Mode Tx00_CB>
[T Inventory16Siot @ Rx00_DE>
[T] RFU Flag ° oy
[ StayQuiet S Complsts
ReadSingle Block Option Fl
%‘NmeSmg\EBluck [ Oeten g = reon_oc;
E [C] Protocal Extension Flag + RxDI_DC>
[] LockBlock 2 Complets
7] ReadMultipleBlocks Operation Mode [ non Address Mode = | = P
[ WrteMutiple Biocks O Txn0_pp>
] Select R=00_DD>
= Complsts
] WrteAFl
[ LockARI -
[ WrteDSFID Ra00_DE>
T=NN_DF >
R=00_DF >

Complets

op19 oo ] WiteMutipleBlocks
0019 01 ] Select
Communicats!
% ?;;:’;;Rea”"' i Block Addess
opin on oo e
0D10 01 00 79 96 23 0C 00 01 04 EO [ Lec
Communicats! WiieDSFID

[7] ReadMuttipleBlocks

[£] Protocal Extensiorfiag
Operation Moqé [ Seject Mode -

Figure 106 Example of ISO15693 standard command usage
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6.3.3 Custom command for SIC5600

SIC5600 is an 1S015693 card IC from silicon craft. To communicate with SIC5600 requires SIC-defined
custom commands. The supported custom command in Pi-931 is shown in Figure 107 and summarized in Table 6-4.
For more information about SIC5600, please refer to SIC5600 datasheet.

Command Name Description Mandatory Input*
Set EAS™ Enable EAS mode ( If EAS mode is not locked ) -
Reset EAS Disable EAS mode ( If EAS mode is not locked ) -
Lock EAS™ Lock current status of EAS mode -
Invoke SIC5600 to transmit EAS code (Card must be
EAS Alarm . -
preset in EAS mode)
Kill ®! Destroy a specific-UID card UID, Kill Code

Load Password

Login to enable accessing card content

UID, PWD Mode, Random Number,
Password

Write Password

Write password 0, password 1 or kill code

UID, Selected Password, Password

Lock Password"’

Lock current password or kill code

UID, Selected Password

(4)

Set Password Mode Setup password mode or kill enable UID, PWD Mode
Lock Password Mode™™ | Lock current status of the password mode uID

Get Password Mode" Get current status of the password mode uID

Set OTP " Set OTP mode UID, OTP Mode
Get oTP ™’ Get current status of the OTP mode uiD

Write XUID ™ Write XUID to a specific-UID card uID, XUID

Read XUID™ Write XUID from a specific-UID card uiD

["] GetMultipleBlock SecurityStatus

] —Custom SIC Commana— |
SetEAS

ResetEAS

LockEAS

EAS_Alam

Kill

LoadPassword B
Write Password
LockPassword
SetPasswordMode
LockPasswordMode
GetPasswordMode
SetOTP

GetOTP

WriteXUID

ReadXUID

—Special Command—
TransparentWithCRC -

m

ONEEEEEEEEEEEEEEE

Figure 107 Custom commands for SIC5600
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6.3.3.1 Set EAS

EAS (Electronic Article Surveillance) is a configurable mode in SIC5600. If EAS mode is set, EAS Alarm
command can invoke card to transmit EAS code. The command Set EAS requires no input parameter. Figure 108A
shows successful response from Set EAS and Figure 108B show response of EAS Alarm after performing Set EAS.

List Cmd SetEAS Command List Cmd EAS Alarm Command
[] Select - SetEAS Cmd [] Select i
[T] ResetToReady Non | Mod [T ResetToReady S L@
[T WritsAFI on Inventory Mode 1 WiteAF] Non Inventory Mode
[7] LockAFI [C] RFU Flag [ LockAFI [T] RFU Flag
[T WriteDSFID [] Option Flag [C] WriteDSFID [] Option Flag
[] LockDSFID — } [T] LockDSFID — ;
[ Giet Systemnformation ] TIIE R ] GetSystemirfomaton ] Protocal Extension Flag
[T] GetMultipleBlock Security Status Operation Mode | Nopy Address Mode [C] GetMuttipleBlock Security Status Operation Mode | Non Address Mode  +
[] —Custom SIC Command— [] —Custom SIC Command—
BJ SeteAs | ] SetEAS
[C] ResetEAS E [7] ResetEAS E
7] LockEAS 7] LockEAS
[ £A5 Hom CET—
] kil ] kil
[ LoadPassward [T] LoadPassword R
] VWritePassword [ ("] WritePassword
[ LockPassword [T] LockPassword EAS Alarm Cmd R
1 SetPasswordMode SetEAS Cmd Response 7] SetPasswordMode i _Alam - RESDO(;;E
Wl R > 01 - Resp OK ] esponse: U1 - hesp
[[] LockPasswordMode Feponse =P ] LockPasswondMods EAS: 2FB36270D5A7907FESB18038D28149
GetPasswordMode - (] GetPasswordMode -
A) Perform Set EAS B) EAS Alarm Response after performing Set EAS

Figure 108 Set EAS command
6.3.3.2 Reset EAS
If EAS mode is reset, EAS Alarm command can not invoke card to transmit EAS code. The command Reset

EAS requires no input parameter. Figure 109A shows successful response from Reset EAS and Figure 109B shows no
response of EAS Alarm after performing Set EAS.

List Cmd ResetEAS Command List Cmd EAS Alarm Command
Select - [] Select -
— ResetEAS Cmd
"] ResetToReady ils Inventory Mod [] ResetToReady EJ:S_P;'BM DﬂdM 4
= wron ] on Inventory Mode ] WrteAF] on Inventory Mode
[ LockAFI [C] RFU Plag 7] LockAFI [C] RFU Flag
[] WriteDSFID [] Option Fiag [] WriteDSFID [] Option Flag
[[] LeckDSFID — ) [] LockDSFID — )
[] GetSysteminformation ] P@ocal Extension Flag ] Get Systeminformation [ P@ocal Extension Flag
["] GetMultipleBlock SecurityStatus Operation Mode Non Address Mode [] GetMultipleBlock Security Status Operation Mode Non Address Mode ~
] —Custom SIC Command— [] —Custom SIC Command—
[ SetEAS [] SetEAS
Bl ResstErS | [] ResetEAS 3
[ LockEAS [] LockEAS
] EAS Ao T —
] K ] il
[C] LoadPassword i [] LoadPassword i
[C] WritePassword [] WritePassword
[] LockPassword ResetEAS Cmd Response [ LockPassword EAS_Alarm Cmd Response
[] SetPasswordMode — [ SetPasswordMode
7] LockPasswordMode Response 01 - Resp OK ] LockPasswordMode Response> E0 - Resp Er
[T GetPasswordMode - [] GetPasswordMode -
A) Perform Reset EAS B) EAS Alarm response after performing Reset EAS

Figure 109 Reset EAS command
6.3.3.3 Lock EAS

Command Lock EAS locks EAS setting configuration permanently. After performing Lock EAS, Set EAS and
Reset EAS cannot successfully execute as shown in Figure 110.
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List Cmd Lock EAS Command List Cmd SetEAS Command
[] Select - LockEAS Cmd ] Select -
= SetEAS Cmd
E ile;:tA'l'Folﬂeady MNon Inventory Mode = ile;etA'l'Folﬂeady Non Inventory Mode
v Write
0] LockAFI [T RFU Fag [C] LockAFI [C] RFU Flag
[] WriteDSFID [] Option Fiag [] WriteDSFID [] Option Fiag
[T] LockDSFID . ] LockDSFID .
; Get SystemIrformation (] P@ocal Extension Flag [] GetSysteminformation (] P@ocal Extension Fag
(] GetMuttipleBlock SecurityStatus Operation Mode Non Address Mode [~ GetMultipleBlock Security Status Operation Mode Non Address Mode
] —Custom SIC Command— ] —Custom SIC Command—
[/] SetEAS VS
[C] ResetEAS = [C] ResetEAS =
I ] LookEAs
(] EAS_Alam [] EAS_Alam
(] K ] Kil
[T] LoadPassword [] LoadPassword B
("] WritePassword [ WritePassword
— LockPassword LockEAS Cmd Response L LockPassword SetEAS Cmd Response
(] SetPasswordMode ("] SetPasswordMode
[T] LockPasswordMode Response> 1 - Resp OK| [] LockPasswordMode Erers[?aotnsfﬁﬁm- Resp Er
7] GetPasswordMods - 7] GetPasswordMode - 2
A) Perform Lock EAS B) Settees response after performing Lock EAS

Figure 110 Lock EAS command
6.3.3.4 EAS Alarm

Command EAS Alarm can invoke card to transmit EAS code. As shown in Figure 108B and Figure 109B, EAS
value for SIC5600 is "2FB36270D5A7907FE8B18038D281497682DA9A866FAF8BBOF19CD112A57237EF".

6.3.3.5 Write Password

Command Write Password used to program Password 0, Password 1 and Kill code. UID, password value and
target password are required parameters for this command. If password being written was locked, programming will
not be successful with return code as shown in Figure 111B.

List Cmd Write Password Command List Cmd Write Password Command
[C] WiiteDSFID i WiitePassword Cmd [C] LockDSFID i WritePassword Cmd
— LockDSFID Mon Inventory Mode — Get Systemlnformation Mon Inventory Mode
(] Get SystemInformation [ RFUF (] GetMuttipleBlock SecurityStatus
("] GetMultipleBlock Security Status = [ —Custom SIC Command-— [C] RFU Plag
] —Custom SIC Command— [] Option Flag ] SetEAS [] Option Fiag
] SetEAS (&
i ResctEAS [T Protocal Extension Flag = ?::::Eﬁss [T] Protocal Extension Flag
[7] LockEAS Operation Mode 7] EAS_Alam Operation Mode | Address Mode =
[ EAS_Alam 7] Kl
[T Kl uiD 0D7A5S800000239E0 [T] LoadPassword uiD OD7A5800000235E0
I LosdPassuor ST E—
i | Select PWD addr 7] LockPassword Select PWD addr
[] LockPassword 3 Password 00000000 [T] SetPasswordMode = Password 1111111
(] SetPasswordMode [T] LockPasswordMode
[] LockPasswordMode [] GetPasswordMode
[T] GetPasswordMode (] SetQOTP
= é?tg'll—"; m WritePassword Cmd Response = E\.'E;O;EID WritePassword Cmd Response
Write
f WiiteXUID Response 01 - Resp OK f ReadXUID Respons\e) D0 - Resp Br
(] ReadXUID - [] —Special Command— - Br Data> 12
A) Write Password successful B) Perform Write Password while password was
locked

Figure 111 Write Password command
6.3.3.6 Lock Password

Command Lock Password, the GUI is shown Figure 112, locks current target password value permanently.
UID and target password are required parameters for this command.

6.3.3.7 Set Password Mode

Command Set Password Mode is for enabling Kill-enable bit and defining password mode. If Kill-enable bit
is set, Kill command can be disable card. Password mode, consists of two control parameters namely Password
Allocation (PA) and Security Mode(SM), defines password to be used and accessibility for read and writes SIC5600
content. Functionality of each password mode, which is combination Password Allocation, and Security Mode is
summarized in Table 6-5. Figure 113A shows effect from setting Password O for read protection and Password 1 for
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write protection. As a result, reading block 0 without loading password is inhibit as shown in Figure 113B. UID, Kill-

enable and password mode are required parameters for this command.

List Cmd Lock Password Command
[[] LockDSFID ) i LockPassword Cmd
= Get Systemlnfomation Mon Inventory Mode
(] GetMuttipleBlock SecurityStatus [ RFU R
[] —Custom SIC Command— =d
; SetEAS [C] Option Flag
= E:::téﬁss [] Protocal Extension Fag
7] EAS_Alam Operation Mode | pddress Made -
] kil
[T] LoadPassword uiD OD7A5800000235E0
("] WritePassword
) LockPassword SRR DR
[7] SetPasswordMode =
[T] LockPasswordMode
[] GetPasswordMode
] SetOTP
L %E;O;Em LockPassword Cmd Response
Write
7 ReadXUID Response 01 - Resp OK
f —Special Command— -

Figure 112 Lock Password command

List Cmd SetPassword Mode Command List Cmd Read Single Blocks Command
Select - [] —Standard Command-— - -

= SetPasswordMode Cmd = ReadSingleBlock Cmd

= ile;:tA'l'Folﬂeady Non Inventory Mode é :nvexow:: Elsoltot Non Inventory Mode

[ v [C] Invertory

(] LockAFI [C] RFU Flag [ StayQuiet [T RFU Flag

O tvom:[[;g;l[[)) [] Option Flag | ReadSingleBlock [T] Option Fag ( Block security status )

7] Loc } [~ Write SingleBlock . ;

; Get SystemInformation ] P@OCE" Szl f LockBlock 1 [ Protocal Extension Flag

] GetMuttipleBlock Security Status Operation Mode ["] ReadMuttipleBlocks Operation Mode | Adgress Mode -

[C] —Custom SIC Command— [] WriteMultipleBlocks

& aetitAéA . . uiD 0D7A5800000239E0 [] Select uID 0D7A5800000239E0

" LookEAS AILTEE ] ResetToReady Bock Addess g

= Enable KILL Opt [ WriteAF1

e [] LockAFl

L) 7] Wi

[¥] LoadPassword =] l-_‘\l'ontlf[[;gFFll[[;

= Wi Password Allocation L toc

] Lﬁff:::ﬁ?ﬂ [Use PWDOfor Rd . PWD 1 for Wi | L GetSytemifornation

LS se or . ar ¥vr A =1 N -

4] Set PasswordMods e [ Ge""‘:‘:g:i‘fg'ﬁ:ﬂfﬂﬂ:ﬁﬁ's ReadSindleBlock Cmd Response

[[] LockPasswordMode fimiecierend i 7 SetEAS Response> DO - Resp B

[] GetPasswordMode - E ResatEAS - Err Data> AD

SetPasswordMode Cmd Response
|Resp0nse> 01 - Resp OK

A) Set Password Mode ( PA =00, SM =11) B) Reading during read protection
Figure 113 Set Password Mode command

Table 6-5 Summarized protection function controlled by PA (Password Allocation ) and SM (Security Mode)

PA (Password Allocation) SM (Security Mode) Protection Function
00b | Use Password O for read 00b No protection No protection
protection and Password 01b Read Protection Only Read Protection by Password 0, M=0
1 for write protection 10b | Write Protection Only Werite Protection by Password 1, M =1
11b Read and Write Protection | Read Protection by Password 0, M =0 and Write
Protection by Password 1, M =1
01b | Use Password O for all 00b No protection No protection
protection 01b Read Protection Only Read Protection by Password 0
10b Write Protection Only Write Protection by Password 0
11b Read and Write Protection | Read & Write Protection by Password 0
10b | Use Password 1 for all 00b No protection No protection
protection 01b Read Protection Only Read Protection by Password 1
10b Write Protection Only Write Protection by Password 1
11b Read and Write Protection | Read & Write Protection by Password 1
11b | Use Both Password 0 and 00b No protection No protection
Password 1 (64 Bits) for 01b Read Protection Only Read Protection by Password 0 + Password 1
all protection 10b | Write Protection Only Write Protection by Password 0 + Password 1
11b Read and Write Protection | Read & Write Protection by Password 0 + Password 1
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6.3.3.8 Lock Password Mode

Command Lock Password Mode, the GUI is shown Figure 114, freezes current password mode value
permanently. UID is a required parameter for this command.

List Cmd Lock Password Mode Command

WhiteDSFID LockPassword Mode Cmd

LockDSFID
Get SystemInformation A ey

[ GetMuttipleBlock Security Status [T] RFU Flag
[] —Custom SIC Command— [7] Option Flag
E aeethetAEsAs [C] Protocal Extension Flag

LockEAS Operation Mode | pddress Mode -

EAS_Alam
Kl uiD 0D7A5800000233E0
LoadPassword
Write Password
LockPassword
SetPasswordMode
LockPasswordMode
GetPasswordMode

é?tgﬁ LockPasswordMode Cmd Response
Write XUID Response: 01 - Resp OK

ReadXUID -

»

m

OOOEEEEEEEEEI

Figure 114 Lock Password Mode command
6.3.3.9 Get Password Mode
Command Get Password Mode, the GUI is shown Figure 115, is used to obtain current password mode. UID

is a required parameter for this command. The structure of returned password mode is shown in Table 6-6 to Table
6-10.

List Cmd GetPassword Mode Command
[C] WhiteDSFID it GetPasswordMode Cmd
— LockDSFID Non Inventory Mode
"] GetSystemInformation F RFUR
[~ GetMultipleBlock Security Status ag
["] —Custom SIC Command-— [C] Option Aag
= aeetsEetAESAS [7] Protocal Extension Flag
7 LockEAS Operation Mode
[] EAS_Alam
] K uib 0D7AS800000233E0
[] LoadPassword
[ WritePassword |
[] LockPassword 5
[T] SetPasswordMode
[] LockPasswordMode
[Fl] GetPasswordMode:
= ézttg:ll—"; GetPasswordMode Cmd Response
=1 W Response: 01 - Resp OK
WriteXUID
[7] ReadXUID PWDMode> 20

Figure 115 Get Password Mode command

Table 6-6 Password mode (PWD Mode)

iy

Bit 7 6 5 3 | 2 1 | 0

Name 0 0 Kill Enable M PA (Password Allocation) SM (Security Mode)

Table 6-7 Kill Enable : Set up Kill-Enable bit

Ob Reset Kill-Enable bit in SIC5600 to protect card from Kill command

1b | SetKill-Enable bit in SIC5600 to enable Kill command to operate.

Table 6-8 M : Specify password in card used to compare with transmitted password during loading password

Ob Use Password 0

1b Use Password 1
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Table 6-9 PA (Password Allocation) : Define passwords to be used in protection

00b | Use Password O for read protection and Password 1 for write protection. If card was set in this mode, input PWD shall
match Password 0 during loading password with M value of 0 to read content. To write data to card, input PWD shall match
Password 1 during loading password with M value of 1.

01b | Use Password O for protection. If card was set in this mode, input PWD shall match Password 0 during loading password
with M value of 0 to read/write content.

10b | Use Password 1 for protection. If card was set in this mode, input PWD shall match Password 1 during loading password
with M value of 1 to read/write content.

11b | Use Both Password 0 and Password 1 (64 Bits) for protection. If card was set in this mode, input 8-bytes PWD matched
Password 0 and Password 1 must be used for loading password with any value of M to read/write content.

Table 6-10 SM ( Security Mode(1:0) ) : Define protection function of the password

00b | No protection

01lb | Read Protection Only

10b | Write Protection Only

11b | Read and Write Protection

6.3.3.10 Load Password

Command Lock Password, the GUI is shown Figure 116A, is used to login to grant accessibility to read or
write. Parameters as follows must be specified before executing.

uiD : Card Unique ID

Access Password : Card Password (0 or 1) used to compare with transmitted password
Password Allocation : Password protection function in card being access

Security Mode : Security mode in card being access

Random Number : 4-byte or 8-byte random number used to encrypt transmitted data on air
Password : 4-byte or 8-byte password value matched access password

If Password Allocation is “Use PWD 64 bit (PWD0+PWD1)”, 8-byte random number and 8-byte password
value matched password 0 consecutive with password 1 shall be supplied. Practically, RNG should be altered every
time to prevent playback attack

The example of steps in executing Lock Password and its results are shown in Figure 116. Assume that card
being accessed was previously programmed with password 0 of 00000000 and password 1 of 00000000, and
password mode was set in “Password O for read protection and Password 1 for write protection” (from Figure 113).

Ligt Cmd Read Single Blocks Command List Cmd Write Single Blocks Command
] —Standard Command-— - - [[] —Standard Command-— it WihiteSingleBlock Cmd
L Inventory 1Slet ReadSingleBlock Cmd [ Inventory1Slot N:n ::s:m;; Mo
7] Inventory 165t Non Inventory Mode [ Inventory16Slat e
7 StayQuiet [C] RFU Flag (] StayCQuiet O =
ReadSingleBlock [] Option Flag ( Block security status ) = E{Féésm?lé?l?fk [C] Option Flag
e =F L )
= l'_:?:sl'gs:(ﬁmk E [ Protocal Bxtension Fag [T LockBlock T El Protocar\IqE:ddensmn FEE
L) . — Tl i peration Mode =
(] ReadMuttipleBlocks Operation Mode | on Address Mode  ~ = Ef;:m:ﬁ;;:g:sg:: Nen Address Modz
; ‘é'\a'rlihedl\"lultipleBlocks ] Select
L] 2&le 7] ResetToRea
] ResetToReady Block Addess 0 f WiiteAF] d Block Addess 0
Write AFI =
= (] LockAFl Data Block ERRRRRAR
[C] LockAFl [ WriteDSFID
|;| WriteDSFID [7] LockDSFID [T Over 4 Bytes
[T] LockDSFID [T] GetSystemInformation
[T Get SystemInformation [T] GetMuttipleBlock Security Status T
[T GetMultipleBlock Security Status ReadSingleBlock Cmd Response ] —Custom SIC Command— NnteSlngIe\BIock ind e sponiss
[C] —Custom SIC Command-— [[] SetEAS Erers[?aotnsf,fkll}:m- Resp Em
[ SetEAS Essgons\e;[l})ﬂ- Resp Em 7] ResstEAS ax
7] ResstEAS ata>
A) Reading data from block 0 is protected B) Programming data from block O is protected
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List Cmd Load Password Command List Cmd Read Single Blocks Command
] LockAFl *|  LoadPassword Cmd L] —Standard Command— | g_zggingleBlock Cmd
[C] WriteDSFID Inventory1Slot F
1 LockDSFID Mon Inventory Mode L inventony 165kt Non Invertory Mode
z Get SystemInformation [C] RFU Flag f StayQuiet [C] RFU Alag
[ GetMuttipleBlock Security Status [ Option Flag [Fd| ReadSingleBlock: [] Option Aag ( Block security status )
] S—CUEtEA;tom SIC Command— [F] Protocal Extension Fiag [T Em:gllngLeBlock = [ Protocal Extension Flag
- - ) [™] LockBloc!
[] ResetEAS Operation Mode | Address Made - [ ReadMuttipleBlocks Operation Mode | Agdress Mode -
[] LockEAS [C] WriteMuttipleBlocks
[ E?S_ﬂlanﬂ uiD 0D7A5800000235E0 ; Select uiD 0D7A5200000233E0
j LoadPassword = ALl Loed Sevedle = ‘T\l'erii:t:;\l—FOIReam‘r M Bocliies 0 Lot
] WrtePassword Aocess Passiword 7] LockAF
[C] LockPassward Password Allocation [C] WriteDSFID
= f:’;iﬁ:;:fﬁmﬁe [Use PWDOfor Rd , PWD1 for Wr - = é";gf;”? fommat
I emInformation
[] GetPasswordMade Security Mode | protected Read and Wi ] GetMuttiple Block Security Status -
[C] SetOTP f —L{ustom SIC Command— I;eadSmgleB‘;:d(ROnd gle;sponse
7 GetOTP = esponse> 01 - Resp
] WriteXUID i Random Number 12345678 = gﬁf‘éﬂs Block Data> 00000000
Password 00000000
LoadPassword Cmd Response
Response: 01 - Resp OK
C) Load password with password 0 to access read
Successful D) Successful reading data from block “0”
List Cmd Load Password Command
[ setEA;mm SIC Command— 4] LoadPassword Cmd List Cmd Write Single Blocks Command
[] ResetEAS I%’”Fl;‘l’f:"”’ Hods :::::ﬁ“gg}gg’l‘m ~|  WiteSingleBlock Cmd
L ag 0 -
] LockEAS ] [ StayQuiet I%’”Fl';‘l’f:‘w fode
L E?S_Alarm [ Option Fiag ] ReadSingleBlock ag
= [] Protocal Extension Flag WriteSingleBlock: [Z] Option Flag
] LodF‘assword pe——— [ LockBlock ] Protocal Exension R
L t‘\l'on‘t:PPassworr: Address Mode h [] ReadMuttipleBlocks E ocal bdension Mag
ckPasswo =T ) ;
] SetPasswordMode uio (0D7A5200000239E L Seleect ultipleblocics Non Address Mode
e D e SRR - e
s s P B et Y "
= ‘IGVE;C;;DD = Password Allocation Z WiiteDSFID T T P
=i [Use PWDOfor Rd , PWD1 for Wr v] [] LockDSFID
= ReadXU.ID Security Mod [] GetSysteminformation [] Over 4 Bytes
L T—Spemal C‘le':-l;g(d:— soutty Mode | Protected Read and W~ [] GetMultipleBlock SecurityStatus
[C] Transparent rt [] —Custom SIC Command— \WiteSinaleBlock Cmd Re
[T TransparentWithoutCRC || Randam Numb ] SetEAS rite Single Blo ELLIES
[C] SendEQF K ndom BUMber 12345678 7| ResetEAS Response> 01 - Resp OK
Password 00000000 [7] LockEAS N
LoadPassword Cmd Response
Response: 01 - Resp OK
E) Load password with password 1 to access write
Successful F)  Successful programming data from block “0”
List Cmd Read Single Blocks Command
0 :”“e:d“"ﬂg"g"l‘m [4]] " ReadSingleBlock Cmd
= ;:03; Mon Inventory Mode
E ReadSingleBlock [C] RFU fiag
[¥] WriteSingleBlock [ Option Flag ( Block security status )
™| LockBlock .
(7] ReadMuttipleBlocks = [C] Protocal Extension Flag
(7] WriteMultiple Blocks Operation Mode | pddress Mode -
(7] Select
[] ResetToReady uin 0D7A5B00000239E0
[T] WriteAFI - -
[T] LockAFI Block Addess 0 Load SavedUIC
] WiiteDSFID
[T] LockDSFID
[T] GetSysteminformation
(7] GetMultipleBlock Security Status
7] —Custom SIC Command— ;
] SetEAS F;eadSmgIeB‘I]:d(RDndg;sponse
| ResetEAS esponse> 01 - Resp
] LockEAS E Block Datax 11111111

G) Confirm that data was programmed into block 0

Figure 116 Load Password command
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6.3.3.11 Kill

The Kill command will permanently disable card function. The card has been killed will not response to any
request from reader. The Kill GUI is shown in Figure 117E. The UID and Kill code are required for this command.

Following steps, depicting in Figure 117, demonstrate preparation for kill and Kill operation.

List Cmd Set Password Mode Command List Cmd Write Password Command
[C] WhiteDSFID +|  SetPasswordMode Cmd [C] WhiteDSFID ~ | WiitePassword Cmd

— LockDSFID . Non Inventory Mode: = LockDSFID . MNon Inventory Mode

"] GetSystemInformation "] GetSystemInformation

[~] GetMultipleBlock Security Status [C] RFU Flag [~ GetMultipleBlock SecurityStatus [C] RFU Flag

[] —Custom 5IC Command— [] Option Flag [] —Custom 5IC Command— [ Option Flag

i ';Z?SEAS [] Protocal Extension Flag i ';Z?SEAS [] Protocal Exension Flag

[] EAS_Alam [] EAS_Alam

] K I 0D7A5800000239ED I Kl I 0D7A5800000239ED
[] LoadPassword - [] LoadPassword

] WitePassword A || [ D Mode . [ VitsPasswod | Select PUID addr
[] LockPassword 35 Enable KILL Opt [] LockPassword = Password 22929929
VEETTI— ] SetPasswordilode

[] LockPasswordMade [] LockPasswordMode b
[] GetPasswordMode Password Allocation [] GetPasswordMode

[] SetOTP 4 [ Use PWDOfor Rd . PWD! for Wi - [] SetOTP ' WrtePassword Gmd Response

[ GetOTP Security Mode ] GetOTP R

] WriteXUID ] WriteXUID esponse: 01 - Resp OK

] ReadXUID - ] ReadXUID -

SetPasswordMode Cmd Response
Response: 01 - Resp OK

A) Set Kill-Enable by Set Password Mode.

B) Write Kill Code by Write Password Command.

List Cmd Get Password Mode Command List Cmd Inventory 1 slot Command
o ‘Ii-'\l'orit:g;l:llg - GetPasswordMode Cmd ] Stand Command— Inventorylsiot Cmd
Ll Ge:Systemlnformaﬁon Man Inventary Mode 0 I‘I Inventory Mods
f GetMultiple Block Security Status [C] RFU Pag f StayCQuist [C] RFU Fag
[] —Custom SIC Command— [C] Option FAag [C] ReadSingleBlock [] Option Flag
SetEAS [T Write Single Block: L )
E ResetEAS [C] Protocal Extension Flag ] Loc:kBIoEk E [C] Protocal Extension Flag
[] LockEAS — Operation Mode | Non Address Mode [] ReadMuttipleBlocks [C] Enable AFI
[] EAS_Alam [C] WriteMuttipleBlocks
] Kil UID 0D7A5800000239E0 [C] Select
] ‘I:Vo;dgassworr\a = : [T ‘i‘eﬁi:t;l:olﬂeady | 4 Mask Len
ePasswol I
[7] LockPassword 3 [C] LockAFI Mask Value
[[] SetPasswordMode [C] WriteDSFID
[[] LockPasswordMade [C] LockDSFID
[Fl| GetPasswordMode [ get.r?qystneTlgorrE;ﬁon .
] SetOTP (] GetMultipleBlock Security Status Invertorylsiot Cmd Re
= GeOTP = GetPasswordMode Cmd Response ] —Custom SIC Command— rvemory sponse T
=1 Wi Response: 01 - Resp OK [ SetEAS —ave LU
WriteXUID L
[] ReadXUID - PWDMode> 20 [C] ResetEAS i Response: 01 - Resp OK
DSFID= 00
UID> DD7A5800000235E0
C) Check Password Mode if Kill-Enable was set. D) Checkif card is still alive by inventory
List Cmd Kill Command List Cmd Inventory 1 slot Command
[] Wiit=DSFID i Kil Cond ] —Standard Command— - Inventoryslot Cmd
T —
% EO;EDSH?I_# i Non Invertory Mode z‘ Ient‘lot Inventory Mode
ysteminformation [ RFU Flag = ) [F] RFU Fag
[~ GetMuttipleBlock Security Status [T StayQuiet
[] —Custom SIC Command-— [] Option Flag [ ReadSingleBlock [ Option Flag
Write Single Block: L .
% gztsﬁas [ Protocal Extension Flag [] LockBlack = [ Protocal Extension Flag
[T LockEAS i Operation Mode | o Address Mode = [C] ReadMulttipleBlocks [ Enable AFI
[] EAS_Alam ] WriteMuttipleBlocks
El UID 0D7A5800000239E0 [] Select
[ LoadPassword ] ResetToReady | 3
[] WritePassword KILL CODE [C] Write AFI Mask Len
f LockPassword = D I LOC_’kAFl Mask Value
[C] SetPasswordMode [C] WriteDSFID
[[] LockPasswordMade [ LockDSFID )
[C] GetPasswordMode Il g;;ﬁ?T'gOT?IOH st
[] SetOTP | et MULIERInGK Jacuity Jlatls Inventoryslot Cmd Re:
] GetOTP | | PR -] —Custom SIC Command— L 5""”53 -
] WriteXUID Response: 01 - Resp OK ; SetEAS - -
f ReadXUID A [ ResetEAS i Response: E0 - Resp Em

E) kill card by Kill command

F) No response confirms that card was killed
Figure 117 Example of Kill operation
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6.3.3.12 Set OTP

OTP is one time programmable feature. If an OTP bit is set, the data in associated section can not modified
forever. Note that if the OTP is set to once, it can not reset to zero. In the provided GUI of Set OTP as shown in
Figure 118, user can lock target page or lock OTP configuration itself.

List Cmd

—Custom 5IC Command—
SetEAS

ResetEAS

LockEAS

EAS_Alam

Kill

LoadPassword

Write Password
LockPassword
SetPasswordMode
LockPasswordMode
GetPasswordMode
GetOTP

WriteXUID

ReadXUID

—Special Command—
Transparent WithCRC
TransparentWithoutCRC
SendEQOF

O0EEEOOEOEEEEEOOEEEEE

-

m

SetOTP Command

5etOTP Cmd
Mon Inventory Mode
[ RFU Fag

[ Option Flag
[7] Protocal Extension Flag

Operation Mode | Non Address Mode

0D7.

SED

OTP Mode o
[C] Check Lock OTP LlLde
Mods Lock Page 0 {Address 0-15) -

SetOTP Cmd Response
Response: 01 - Resp OK

A) Perform lock Page 0 By Set OTP

List Cmd

—Custom 5IC Command—
SetEAS

ResetEAS

LockEAS

EAS_Alam

Kill

LoadPassword

Write Password
LockPassword
SetPasswordMode
LockPasswordMode
GetPasswordMode
GetOTP

WriteXUID

ReadXUID

—Special Command—
TransparentWithCRC
TransparentWithoutCRC
SendEQOF

OEEEEEEEOEEEEEEEEE S

-

m

SetOTP Command

SetOTP Cmd
Mon Inventory Mode
[C] RFU Fag

[ Option Flag
[T] Protocal Extension Flag

Operation Mode | Non Address Mode =

OTP Mode
Check Lock OTP
Mode  MNot Lock -

SetOTP Cmd Response
Response: 01 - Resp OK

C) Perform lock OTP configuration By Set OTP

List Cmd
[C] —Custom SIC Command— &

[] LoadPassword
Write Password
LockPassword
SetPasswordMode B
LockPasswordMode
GetPasswordMode
SetOTP
WriteXUID
ReadXUID
—Special Command—
TransparentWithCRC
TransparentWithoutCRC |
SendEQF -

m

OEEEEOEEEEEEE

GetOTP Command

GetOTP Cmd
Mon Inventory Mode
[] RFU Flag

[] Option Fag
[] Protocal Extension Flag

Operation Mode | address Mode -

uio 0D7A5200000239E0
Load Savec

GetOTP Cmd Response

Response: 01 - Resp OK
OTPMode=> 01

B) Perform lock Page O By Get OTP

List Cmd

—Custom SIC Command—  «
SetEAS

ResetEAS

LockEAS

EAS_Alam

Kill

LoadPassword

Write Password
LockPassword
SetPasswordMode
LockPasswordMode
GetPasswordMode
GetOTP

WriteXUID

ReadXUID

—Special Command—
TransparentWithCRC
TransparentWithoutCRC

IEEEEEE

m

OOEEEEEEDEEEEI

SendEQF

SetOTP Command

SetOTP Cmd
Mon Inventory Mode
[ RFU Fag
[ Option Flag
[7] Protocal Extension Flag

Operation Mode | Non Address Mode

OTP Mode -
[¥] Check Lock OTP
Mods Lock Page 1 {Address 16-31) =

SetOTP Cmd Response

Response: D0 - Resp Er
Er Data> 12

D) Perform lock Page 1 By Set OTP failed because OTP
configuration was locked.

Figure 118 Set OTP command

6.3.3.13 Get OTP

The Get OTP command is used to obtain current status of OTP Mode. As shown in Figure 119, OTP Mode of
“00” (hexadecimal) was reported. The structure of OTP Mode is shown in Table 6-11 to Table 6-13.

List Cmd

] —Custom SIC Command—  »
SetEAS

ResetEAS

LockEAS

EAS_Alam

Kill

LoadPassword

White Password

LockPassword

SetPasswordMode N
LockPasswordMode
GetPasswordMode

SetOTP

WriteXUID

ReadXUID

—Special Command—
Transparent WithCRC
TransparentWithoutCRC
SendEQOF

m

1|

o = o o

GetOTP Command

GetOTP Cmd
Mon Inventory Mode
] RFU Flag

[] Option Flag
[] Protocal Extension Flag

Operation Mode | Non Address Mode

GetOTP Cmd Response

Response: 01 - Resp OK
OTPMode> 00

Figure 119 Get OTP command
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Table 6-11 OTP Mode

Bit 7 6 5 3 1 | 0
Name 0 0 0 0 OTP MODE(1:0)
Table 6-12 L : Lock Control to Lock current status of OTP MODE
0b Not Lock OTP
1b Lock OTP.

If Lock OTP bit was set to one, it can not reset back to zero and OTP MODE value can not be altered later.

Table 6-13 OTP MODE(1:0)
00b Not Lock
01b Lock Page 0 (Address 0- 15)
10b Lock Page 1 (Address 16 - 31)

6.3.3.14 Write XUID

XUID is a one-time writable 6-byte extended Unique ID which can be in some specific user purpose. If XUID
has been once written, XUID cannot be modified later. User can input required XUID value in the GUI of Write XUID
as shown in Figure 120. UID is required for this command.

List Cmd Write XUID Command
[ —Custom SIC Command—  « WiiteXUID Cmd
SetEAS
= Mon Inventory Mode
ResetEAS
1 LockEAS [] RFU Rag
; EAS_Alam [ Option Flag
= E:luladPassword [T] Protocal Extension Flag
f WhitePassword Operation Mode | Non Address Mode =
[] LockPassword
[] SetPasswordMode 0D7A5800000239E0
[7] LockPasswordMode
[] GetPasswordMode 2 12345678908
] SetOTP
[ GetOTP |
| Wiite XUID 3
] ReadXUID
[] —Special Command-— .
7] TransparertWithCRC WiteXUID Cmd Response
[ TransparentWithoutCRC Response> 01 - Resp OK
[] SendEOF -

Figure 120 Write XUID command

6.3.3.15 Read XUID

The Read XUID is used to retrieve XUID. UID is required for this command. Result of 112-bit complete UID

and XUID is reported.

=t Read XUID Command
(] —Customn SIC Command—  « ReadXUID Cmd

Wl aeetsE:ESAS Non Inventory Mode

[ LockEAS [T] RFU Fag

[C] EAS_Alam [] Option Fag

7] Kil ]

f LoadPassword [ Protocal Extension Flag

("] WritePassword Operation Mode  (lon Address Mode
[] LockPassword

[T] SetPasswordMode 007A52000002
[] LockPasswordMode

[T] GetPasswordMode

] SetOTP

7] GetOTP 1

[C] WriteXUID =

[Fi| ReadXUID

[ —Special Command— ReadXUID Crd R

[] TransparentWithCRC Rea i RESDOST:

[™] TransparentWithoutCRC 95P°”39> -Resp

[7] SendEOF i But Wrong Data format

Figure 121 Read XUID command
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6.3.4  Special command

Similar to 1SO14443A and B, the special command available in 1SO15693 are TransparentWithCRC,
TransparentWithoutCRC and SendEOF as shown in Figure 122.

For both transparent commands, user can input raw hexadecimal code to invoke operation as stated in the
RF protocol. The example of Reading data from block 0 of I1SO15693 card is shown in Figure 124. Also, User shall
review result in transaction logs windows. Moreover, user might need to adjust timeout for card response to be
suitable to user applications. The option for timeout in the GUI is shown in Figure 123.

The SendEOF is used to transmit a gap in 1SO15693 anti-collision process to indicate transition to next slot.
However, inventory 16 slot command has already embeds transmitting gap in its process. So, the SendEOF can be
used in conjunction with transparent command.

List Cmd
—Custom SIC Command—  «
SetEAS

ResetEAS

LockEAS

EAS_Alam

Kill

LoadPassword

Write Password
LockPassword
SetPasswordMode
LockPasswordMode
GetPasswordMode
SetOTP

GetOTP

WriteXUID

ReadXUID

-—Special Command-—
Transparent WithCRC
TransparentWithoutCRC
SendEOF

m

EEEEOOOODOEOEEEEEEEEE

1|

Figure 122 Special commands for 1ISO15693

List Cmd TransparentWithCRC Command
= —Cset E:;tom SIC Command— "« | TransparentWithCRC Cmd
Z ResstEAS Timeout PreviousSetting +
O LE?aCskETaSrm TYRF ious Sefting
kil 022000 2ms i
[T] LoadPassword 4ms
[C] WritePassword 8ms
[] LockPassword 16ms
[C] SetPasswordMode éim:
[[] LockPasswordMode 128 ms
[] GetPasswordMode 256 ms
(] SetQTP 512me
[C] GetOTP | 1s
[] WriteXUID 3 -
7] ReadXUID
7 Spe— TransparentWithCRC Cmd Response
.
[C] TransparentWithoutCRC | Response> 01 - Resp OK
[T] SendEOF -

Figure 123 Timeout setting for TransparentWithCRC (TransparentWithoutCRC) command

List Cmd TransparentWithCRC Command

—Custom SIC Command—  « TransparentWithCRC Cmd
SetEAS

LockEAS

TxRF
EAS_Alam
kil 022000 -
LoadPassword
WitePassword

I;;tc;Passwrodﬂd Tx00_60= 0DCO 00 02 20 00
asswordMode Rx00_60= 0DCO 01 00 00 00 00 00

LockPasswordMode .
I
GetPasswordMade CCIITIFﬂ ete Communicate!

SetOTP
GetOTP
WriteXUID -
ReadXUID
—Special Command— TransparentWithCRC Cmd Response

] TrrsparertWnCRC

[] TransparentWithoutCRC | Response> 01 - Resp OK
[C] SendEOF -

m

Figure 124 Reading data from block O by using TransparentWithCRC
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6.4 Pico Tag

PicoTag, PicoPass are families of contactless memory IC from INSIDE CONTACTLESS. PicoPass is secure
version equipped with INSIDE security encryption mode. By using PI1931, user cannot access Read/Write area of
PicoPass and PicoCrypt except UID. For PicoTag 16K and 2K, the read/write area is unprotected.

Table 6-14 Pico Product Family

Product I1SO standards Cryptographic Security Memory size and personalization
PicoPass 16KS 1S015693 & No (8 x 2K pages) or (1 x 16K page)
PicoPass 2KS 1SO014443B 2K bits

PicoTag 16K 1SO15693 No 1 x 16K page

PicoTag 2K 2K bits

PicoTag 2KS Yes 2K bits

The radio frequency power and signal interface for data transmission of PicoTag and PicoPass rely on
1ISO15693-2 and 1SO14443B-2. In another word, bit definition of RF signal in both transmission and reception follows
1ISO15693-2 and 1SO14443B-2. Pico-family commands are proprietary and do not conform 1S015693-3. These
commands are called “ISO15693-2 and 1S014443B -2 commands”. However, PicoPass does support 1S014443B-3 but
the IC must be prior set in that mode. The Pi931-XX, where the SIC9310 is used as an RF front-end chip supporting
such standards, can communicate to PicoPass contactless IC.

Figure 125 shows GUI in Pico Tag tap. In this tap, user can transmit single or multiple commands, setup
transaction speed as well as review card response. Command list consists of standard commands and transparent
commands. The commands in this tag are actually realized from transparent command of ISO15693 and 1SO14443B.
First of all, user shall set up speed in transaction which can either be ISO15693 or 1SO14443B. The options are shown
in Figure 126.

| Reader Configuiation | 15015633 | 150144434 | 150144438 | FicoTag |

‘ Start Send Multi Cmd ‘ ‘ Send

Corfig Reader
Speed TX RXfor Reader + Speed Rxfor Tag addin RequestFag of every Cmd

o ©) 15015633 TX [foutof4  v| R [1SubHight Re = [ SET |
U]
i 5 1SO144438  TX RX GET

] Eniable Once Check PICO Standard Command

List Cmd Active All Command
[7] —S5tandard Command— - Active All Cmd

@] ACTALL
[] IDENTIFY
) SELECT AShg Timeou
[] SELECT SNB
] HALT

[C] READ Active All Cmd Response
[] READ4 |
[] —Special Command—
[ TransparentWithCRC

[[] TransparentWithoutCRC

Figure 125 Pico Tag command tap

Corffig Reader Config Reader
Speed TX.RX for Reader + Speed Rxfor Tag add in RequestFlag of every Cmd Speed TX RXfor Reader + Speed Rxfor Tag add in RequestFlag of every Cmd
. @ 15015633 TX [loutof 4 + | R |1 5ub Hight Re »| | SET . T 15015633 TX 106KBis’s ~ RX I
up etup
1 Sub Hight Rate 106 KBits/s
T 1S014443B8 TX RX 15 5ub Hight Rate. | 05T @ 150144438 TX RX 424 KBits/s

Figure 126 Speed setup for PICO Tag
6.4.1  Pico Tag standard commands

The standard commands used in PicoTag/PicoPass are illustrated in Figure 127, showing relation of each
command in card-state transition diagram. Hence, each command shall be applied at appropriate state. The
commands in this section are ACTALL, IDENTIFY, SELECT ASNB, SELECT SNB, HALT, READ and READ4. For more
information about the commands, please refer to PicoTag/PicoPass datasheet.
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Power on

.

ACTALL

Activated

Bad serial number

i

q ACT ‘ ‘ IDENTIFY ‘ SELECT

/
Selected SELECT

Bad serial
number

-

OTHER COMMAND HALT -

Figure 127 State diagram of PicoTag / PicoPass
6.4.1.1 ACTALL

ACTALL

The ACTALL command GUI is shown Figure 128. This command is used to switch card state from Idle to
Activated. This command requires no input. Because response for this command is only SOF of standard we select,
then the PI1931xx report “E1” response error for 1ISO15693 and “E0” not response for 1ISO14443B. This is due to the
SOF only is treated to be incomplete frame. Please don’t care the answer in this state please go to next command.

Config Reader

Config Reader
Speed TX RXfor Reader + Speed Fx for Tag add in RequestFlag of every Cmd

Speed TX RXfor Reader + Speed Fx for Tag add in RequestFlag of every Cmd

. © 15015633 TX [toutof4 | RX [15ub Hight Re ] [ SET | . ) 15015693 TX 106KBts’s + RX 106KBtss v | SET
etup et
() 150144438 TX RX GET @ 150144438 TX RX GET
l Enable Once Check PICO Standard Command [ Enable Once Check PICO Standard Command
List Cmd Active All Command List Cmd Active All Command
"] —Standard Command— - Active All Cmd [] —Standard Command— - Active All Cmd
@ ACTALL e @] ACTALL e
[C] IDENTIFY [] IDENTIFY
[] SELECT SNB [] SELECT SNB
] HALT [C] HALT .
[] READ Active All Cmd Response [] READ Active All Cmd Response
[C] READ4 Response> E1 - Resp Er [C] READ4 Response: EO - Resp Em

] —Special Command—
[T] TransparentWithCRC
[T] TransparentWithoutCRC

6.4.1.2

The IDENTIFY command is used to get the ASNB (Anti-collision serial number). The card/tag that be able to

[] —Special Command—
[] TransparentWithCRC
[] TransparentWithoutCRC

Figure 128 ACTALL command and response

IDENTIFY

receive this command shall be in activated state. Result from this command is shown in Figure 129.

Config Reader

Speed TX.RX for Reader + Speed Rx for Tag add in ReguestFlag of every Cmd

[] SELECT SNE
[0 HALT
[[] READ |Dentify Cmd Response
[C] READ4
[] —Special Command-—

s © 15015693 TX [loutef4  +| RX [15ubHightRe || SET |
etup
) 150144438 TX RX GET
= Enable Once Check PICO Standard Command
List Cmd Identify Command
[] —Standard Command-— - IDentify Cmd
[C] ACTALL e
W] IDENTIFY
[ SELECT ASNB Timeout

Response> 01 - Resp OK

(] TransparentWihCRC ASNB> 07C30260FF5F023C

[ TransparentWithoutCRC

Figure 129 IDENTIFY command
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6.4.1.3 SELECT ASNB

The SELECT ASNB is used to get the real UID. The required parameter is ASNB from IDENTIFY command. If

PICOtags receive this command correctly, command READ and READ4 will be operable.
Config Reader
Speed TX,RXfor Reader + Speed R for Tag add in RequestFlag of every Cmd

. @ 15015693 TX [1owtof4  +| RX [1SubHghtRe v || SET |
etup
) 150144438 TX RX GET
o Eniable Once Check PICO Standard Command
List Cnd Select Anti serial number Command
[] —Standard Command— - ST
[] ACTALL
[] IDENTIFY
] SELECT ASNS Timeout
[] SELECT SNB
] HALT
[C] READ ASNB 07C30260FF5F023C
[ READ4 5
[C] —Special Command—
[] TransparentWithCRC
:I TransparentWithoutCRC Select Cmd Response
Response> 01 - Resp OK
UID= 35181600FBFF12ED

Figure 130 SELECT ASNB command
6.4.1.4 SELECT SNB

The SELECT SNB is used to get the real UID. The required parameter is UID from IDENTIFY command. If
PICOtags receive this command correctly, command READ and READ4 will be operable.

Config Reader
Speed TX.RXfor Reader + Speed R for Tag add in ReguestFlag of every Cmd

© 15015633 TX [lowtof4  ~| RX [15ubhight Re ~|| SET |

Setup
) 150144438 TX RX GET
& Enable Once Check PICO Standard Command
List Cmd Select serial number Command
] —Standard Commarnd— - i
[] ACTALL
[] IDENTIFY
| SELECT Ashie Tmeou
(M| SELECT SMB
[] HALT
7] READ uiD 35181600FEFF12ED
[T READ4
[7] —Special Command— @
[] TransparentWithCRC
[] TransparentWithautCRC Select Cmd Response
Response> 01 - Resp OK
UID> 35181600FBFF12E0

Figure 131 SELECT SNB command
6.4.1.5 HALT

The HALT command is used to put card in HALT state. In this state, card is silent and waits until receive
SELECT ASNB and SELECT SNB again. Similar to ACTALL command, the response from this command is SOF only.

Then, it is treated to be incomplete frame. Pi931 respond “EQ” and “E1” for 1SO14443B and 1SO15693 respectably.
The HALT command and response is shown in Figure 132.

6.4.1.1 READ

The READ command is used to read data from specified block in card’s memory. Card must prior be set in
selected state. The block address is required parameter. However, for some family such as PicoPass, content in
memory is protected by proprietary encryption. Hence, reading memory block apart from UID and configuration

(Block 0 and Blockl) results in all “FF”. Pi931 can not perform authentication for PicoPass. Example of READ
command result is shown in Figure 133.
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Config Reader
Speed TX RXfor Reader + Speed Rxfor Tag add in RequestFlag of every Cmd
© 15015693 TX [1owof4  ~| RX [1SubhightRe v || SET |
Setup
() 150144438 TX RX
] Enable Once Check PICO Standard Command
List Cmd Halt Command
[] ——5tandard Command-—— - Hak Cmd Response
[] ACTALL
[] IDENTIFY
e e
[C] SELECT SNE
O
=] READ Halt Cmd Response
:‘ READ4 Response: E1 - Resp B
[] —Special Command—
[] Transparent WithCRC
[] TransparentWithoutCRC

Figure 132 HALT command

Config Reader
Speed TX.RXfor Reader + Speed R for Tag add in ReguestFlag of every Cmd
© 15015693 TX [lowof4 | RX [1SubHightRe +| | SET |
Setb
©) 150144438 TX RX
= Enable Once Check PICO Standard Command
List Cmd Read Command
[7] —Standard Command— - Read Cmd
[ ACTALL
[] IDENTIFY
- S s
[ SELECT SNB
[ HALT
@rReD Hoss B 10
[C] READ4
[7] —Special Command—
[C] TransparertWithCRC Read Cmd Response
[ TransparentWithoutCRC Response> 01 - Resp OK
Block Data = 0> 35181600FEFF12ED

Figure 133 READ command
6.4.1.1 READ4

The READ4 command is similar to READ but card answers 4 consecutive block. The required input

parameter is starting block address. Example of READ command result is shown in Figure 134.
Config Reader
Speed TX RXfor Reader + Speed Fu for Tag addin RequestFlag of every Cmd

© 15015693 TX [1owcf4  ~| RX [1SubhightRe v || SET |

Setup
©) 150144438 TX RX

& Enable Once Check PICO Standard Command
List Cmd Read4 Command
[] —Standard Command— - Read4 Cmd

] ACTALL

[] IDENTIFY

- SELe e T
[] SELECT SNE
% EE;B Start Block Addr 0
| READA

:‘ ——Special Command— Rosdd Cmd Fo
[] TransparentWithCRC = sponse
[7] Transparent WithoutCRC Response> 01 - Resp OK

order 1
Block Data > 33181600FBFF12ED

order 2
Block Data » 12FFFFFFES7FFF3C

order 3
Block Data > FFFFFFFFFSFFFFFF

order 4
Block Data » FFFFFFFFFFFFFFFF

Figure 134 READ4 command
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6.4.2 Special command

TransparentWithCRC, TransparentWithoutCRC are provided to support unavailable command in command
list. To use these command, user have to know command code as stated in datasheet.
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6.5 Felica

Felica is contactless smart card IC from SONY. Line coding of Felica is BPSK both transmission and reception.
For more information about Felica frame format, please refer to 1S018092. Note that coding and decoding
demonstrates in this section is not performed by the SIC9310 reader IC but it is implemented through raw signal
decoding by microcontroller. Due to proprietary encryption, user cannot access Read/Write except UID. Figure 135
shows GUI in Felica tap. In this tap, user can read UID and transmit arbitrary command via C_TransparentWithCRC.
First of all, user shall set up speed in transaction to be 212 kbps.

| Reader Configuiation | 15015693 | 150144434 | 150144438 | PicoTag | Felica |

Start Send Multi Cmd ‘ ‘ Send

Config Reader
Speed TX,RX for Reader

TX [212 KBits /s ~ | X [212 KBits/'s -] seT |
™ RX

Setup
GET

= Enable Once Check Felica Command

List Cmd None Command

T ——
[ C_Peling

[7] —Special Command-—

[ C_Transparent\WithCRC

Figure 135 Felica command tap
6.5.1 Polling command

The C_Polling command is used to get UID from Felica card. This command can perform reading both single
tag and multiple tags in case of anti-collision. The required parameters are system code, reserved and the number of
slot in anti-collision process. Figure 136 shows reading a Felica card in 1 slot while Figure 137 shows reading multiple
cards in 16 slots. Note that if there are slots that collision occurs, PI1931 reports an error code (such as “EQ”, “E1”)
depending on signal characteristic at that time.

Config Reader

Speed TX.RXfor Reader
TX | 212 KBits/s ~ | RX | 212 KBits/s ~| seT
L] = =R
GET
| Enable Once Check Felica Command
List Cmd C_Polling Command
[[] ——Command - )
O |
[[] —Special Command—
[7] C_TransparentWihCRC T FRFF
Reserved 1]

Time Slot St

Polling Cmd Response

Responses 01 - Resp OK

slot O
SubResp> 01 - SubResp OK
UID:= 010102147E0C151B100B4B428485000

Figure 136 C_Polling command in reading a Felica card

Page 78 of 79



SYRIS

RD-220

Demonstration Software Manual

Config Reader
Speed TX RX for Reader

TX [ 212 KBits/s ~ | RX (212 KBits/s - ser |
Setup
I RX GET
(| Enable Once Check Felica Command
List Cmd C_Polling Command
[[] ——Command - Polling Cmd
@] C_Poling o
7] —Special Command—
[F] C_TransparentWithCRC e iz FFFF
Reserved 0o
Time Slot Slot

Polling Cmd Response
Response= 01 - Resp OK

slot O

Figure 137 C_Polling comman

6.5.2 TransparentWithCRC

SubResp> 01 - SubResp OK
UID= 00000000000000000000000000000000

slot 2
SubResp> 01 - SubResp OK
UlID= 010106018704F10F03014B024F4553FF

slot 12
SubResp= 01 - SubResp OK
UID= 010102147E0C151B8100B4B842848500F

d in reading multiple Felica card in 16 slots

The TransparentWithCRC command is used to transmit command in hexadecimal code directly to air. Two
byte calculated CRC following Felica standard are appended at the end of transmit data frame. For more

information, please refer to commands data format

in Felica card manual for constructing data bytes.
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